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Cy6’exmu 2omenbHO20 pUHKY nompebyloms npogecitino2o nioxody 0o gopmyseanHs ma
VIpAgniHHA Oi3Hec-npoyecamu 8i0NOBIOHO 00 6UMO2 [ MeHOeHYill KOPHOpamueHo20 CRigpo-
OimHUYmMea ma cmanoapmie sKOCmi nOCye i BIOHOCUH, WO 2aPAHMYE KOMNIAEHC-KOHMPOTb.

Hocuneno cepmupixayito i cmanoapmuszayito OisIbHOCMEI Ma Nociye ceped 3aKkiadie
PO3MIWEeHHs, NO8 A3AHUX 3 NUMAHHAMU Oe3neKU CHONCUBAYI8 MA KOHKYDEHMOCHPOMOIC-
HOCMI AK V HAYIOHATbHIL, MAK i C8IMOBIU MYPUCIUYHIL CUCTHEMI.

Bucnoeku. Busenennsa pieHs KOMIIAEHC-KOHMPONIO YMOMCIUGTIOE GUHAYEHHS DIiGHS
8i0no0gioanbHOCMi cucmemu YNpasniHHa ma Kepo8aHoCmi CUCEMOI0 AKOCMI.

Onucani ananimuuni Memoou (OpMy8aHHs Ma OYIHKU PI6HS KOMNIAEHC-KOHMPOTIO
OISUIbHOCMI 20MeNbHUX NIONPUEMCING QOPMYIOMb YiMKY CUCMEMY GION0GIOHOCME CMAH-
oapmam, npasuiam, GUMO2AM MOWO, GUSHAYEHHS epheKMUBHOCI SKUX CMAHe NpeoMemom
noOanLULUX O0CTIONCEHD.

Kniwouosi crnosa: rorejib, KOMIUIA€HC, KOMITJIA€EHC-KOHTPOJIb, KOMIIA€HC-PU3UKU.
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RISK MANAGEMENT MODELS

The basic business processes of the enterprise that are the basis for building a risk
management system are identified. The main components of the enterprise risk management
model have been established in accordance with the planning, operation and control of the
enterprise activity. Based on the proposed model, risk identification techniques and key
indicators that influence the performance of risk analysis and management at the enterprise
are identified.
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Mamycoea E., Auopeesa B., Hzo03uncxkuit B. Moodenu puck-menedxicmenma.
Onpedenenvl 0CHOGHBIE OUZHEC-NPOYECChbl NPeOnpPUsMuUs, KOmopble AGIAI0Mmcs 0a3ucom O
HOCMPOEHUsL CUCeMbl YIPAGIEHUSL PUCKAMU. YCMAHOGNEeHbL 21a6HbLe KOMHOHEHMbL MOOeU
VIPAGNeHUsT PUCKAMU HA NPEOnpusimuu 8 COOMEEMCMEUU ¢ NIAHUPOSAHUEM, (DYHKYUOHU-
posanuem u KOHmpolem OesimenvHocmu npeonpusmus. Ha ocnose npeonodceHHou mooenu
onpeodenenvl MemoouKu UOeHMUGUKayuy pucka, Kuouegvle UHOUKAMOPSI, GIUSIOuUe Ha
Pe3VIbMAmueHOCHb AHAIU3A U 0OPADOMKY PUCKO8 HA NPEORPUSIMUL.

Kniouesvie cnosa: puck, ynpaslieHHe PUCKaMH, MOJIENb, OU3HEC-TIPOLIECCHI, aHAIU3
pHUCKa, BIHMSIHUE Ha PUCK.

Background. The synergistic properties inherent in an enterprise
management system that meets the requirements of different standards and
models and satisfies the requirements of all stakeholders is the main subject
of research into the constant development of an entity.

Each enterprise seeks to maintain its own position, despite the current
economic crisis and adverse market conditions. Therefore, in addition to
meeting the formal requirements of the standards, it is vital for stakeholders
to ensure business continuity, that is, to maintain the ability to provide ser-
vices or produce products to consumers before, during and after a crisis. To
this end, management should analyze possible business impacts for priori-
tizing business functions based on an assessment of the potential financial
and non-financial risks that threaten business continuity. To ensure safe, effec-
tive and timely action, the priority areas are: protection of human life; pro-
tection of business assets; support or early recovery of key business processes.

On the way to achieving the set goals, the company faces internal and
external influences that create uncertainty about their timely reach. There-
fore, for businesses seeking sustainable development in a complex, ever-
changing environment, it is important not so much to establish the comp-
liance of the management system with the requirements of different stan-
dards as to obtain comprehensive risk information in all areas of activity of
the entity. Therefore, the introduction and continuous improvement of the
risk management system in the enterprise is a prerequisite for its compe-
titiveness and timely response to the challenges of the changing environment.

Risk management is seen as a process that operates on certain prin-
ciples: it is continuous and covers the whole enterprise; carried out at all
levels and in all departments of the enterprise used in strategy development
and formulation; aimed not at specific risk but at their complex, considering
the possibility of mutual influence of risks on each other and occurrence of
synergism effect, detection of events in such a way that the organization
could take risk without threat of liquidation; provides management with a
sound guarantee of achieving goals even in times of crisis [1].

Analysis of recent research and publications. Issues related to the
consideration of such concepts as: "risk", "uncertainty", "risk management"
were investigated by N. Khrushch, M. Nastenko, M. Cruy, M. Velikanova,
0. Gerasimenko [1-5] etc.
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Although the problems of providing an effective enterprise management
system are actively discussed by politicians, scientists, practitioners of various
spheres of public activity, not all aspects in this sphere have sufficient theo-
retical and methodological elaboration. These include the identification, assess-
ment, counteraction to risks and threats to the economic activity of the enter-
prise, as well as the formation of a modern model of enterprise risk management.

The aim of the article is to develop a model of risk management as an
integral part of the enterprise management system, which will ensure its
effective operation in modern conditions of changing internal and external
environment and meeting the needs of all interested stakeholders.

Materials and methods. Dialectical cognition method, methods of analy-
sis, synthesis, system and process approach, as well as modeling of business
processes were used to build a risk management model at the enterprise.

Results. The global experience of risk management shows that the
main principle of modernization of risk management was the principle of
quality management system [6], which involves the application of a process
approach to management on the basis of continuity, involvement of the
whole organization, taking into account its goals, effective communication
between management entities, and also giving preference to preventive
measures (figure 1).

Formation and Sales of Analysis and
CLIENTS . control Qf pr?)(jlslgts adjustment of the
ATTRACTION  |-N ‘mplﬁme?ta“‘); of (sales and (fla‘? of q
e plan o ; production an
AND RETENTION production and service) sales of products
sales of products
CALCULATIONS
Statement of accounts Work with accounts
WITH
CUSTOMERS to customers receivable
Personnel Document
ORGANIZATION Providing management
OF THE :>
PROVIDING OF Implementation of Monitoring and managing
ACTIVITIES Internal audits inconsistencies

Figure 1. The main processes of the enterprise
Source: developed by the authors.

An enterprise trying to respond to changes in the market can be
guided in its activity by dividing into the key processes outlined in figure 1.
It is these processes and changes in them that provide the basis for
functioning and stimulate its development, and are crucial for establishing
the mission and main goals of the enterprise. Thus, risk management as
a response to changes in the processes of the enterprise is a necessary pre-
requisite for achieving the planned level of performance.
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150 31000: 2018 establishes principles, a common framework for
risk management, that can reduce the risk of failure to meet targets in
a timely manner:

« implementing risk-oriented thinking in the organization;
. risk identification and management;
. improvement of enterprise management in general [7; 8].

By improving risk management approaches, the company expands
opportunities for improvement and innovation, as well as shortening the tim-
eframe for achieving its goals. Risk assessment information provides objective,
comprehensive input for critical analysis of management by Board and deci-
sion making and actions related to: improving system performance; product/
service improvement; reducing the risk of dissatisfaction with all stakeholders.

In order to obtain comprehensive information about the management
system, which contains information not only about the non-compliance of
this system with certain points of international standards, but also about
possible cause and effect relationships of systemic problems, it is of funda-
mental importance for the maturity of the organization at the moment of
searching for new approaches to improving the management system, as well
as management system goals set by senior management.

In accordance with the process approach and the approved world stan-
dards, in order to ensure the effectiveness of the risk management system at
the enterprise, a risk management model is being built, which contains three
main components, which correspond to the basic elements of the
enterprise’s activity (figure 2).

v ]
PLANNING AND FUNCTIONING EVALUATION OF THE
PROVIDING RESULTS
Risk identification Risk analysis Risk management and
processing
Stage of life ;
— = | Operating — —
enterprise cycle activity Activity monitoring
by directions
Target indications N Financial — Y
of activities activity S Results of Internal
. audit
Enterprise context
. I Investment
—>| (communications . . .
and workflow) activity S Analytical guidance
W hd documents
Policy management
—~ of risks
—> Resource
—>| Staff competencies

Figure 2. Model of risk management in the enterprise

Source: developed by the authors.
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The component of the "Risk Identification" model provides the basis
for further risk analysis and identifies the main factors of the internal and
external environment that may be the reasons of risk situations.

To identify risks, an entity can use two main methods or its combina-
tion: proactive and responsive.

The proactive method is implemented by means of detailed functional
analysis of business processes before the fact of deviations of the final
results. To perform this analysis, it is necessary to decompose the process into
elementary components. An elementary component is a simple action or func-
tion that can be described by a single verb in a commanding manner. The inputs,
resources, controls, and outputs that lead to the end result of the process should
be identified, unless otherwise specified in the relevant enterprise regulations.

The next step is to identify the events and conditions that may occur:

* a common factor of danger;

» components of the danger factor;

* probable conditions, events that may occur;

* the consequences that each component of a dangerous factor can lead to
when each condition and event occurs.

For the proactive method, it is recommended to use SWIFT — Struc-
tured "What-if" Technique. By this method, risks are identified through the
formulation of the questions "What if?", "What happens if?", which allows
us to investigate the impact of uncertain conditions and events on the process.

Reacting technique is based on deviations that have already occurred.
The analysis is performed, the causes and conditions that led to a particular
event are determined. At this stage, the use of the "5 WHYS?" Technique is
envisaged. The 5 WHYS technique ("What?", "Who?", "Where?", "When?",
"How?") is set to investigate the reasons of the appearance by finding the
answer to the question "Why (appearance)?":

« this rejection;

. reasons for rejection;

« events that are the reasons;

. conditions are heralds of events.

The analysis of deviations of process outcomes from established indi-
cators and risk identification should be carried out with the participation of
employees who have sufficient knowledge, practical experience and thorough
understanding of all details of the process. A flowchart of the risk analysis
and risk assessment sub-process is presented in the figure 3.

The source for risk analysis is any information about unforeseen events
that occurred at the enterprise. Sectoral information on similar events is also
possible.

The following questions can be used to determine the probability of a risk:

» Have events in the past been similar to the one under consideration, or
is this an isolated incident?

* What other processes or components of the same type might have
similar deviations?
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* What is the number of employees who perform these procedures?

» What percentage of the time during the process or procedure is in doubt?

* How serious are the organizational or managerial implications that
could indicate more significant factors for the occurrence of deviations?

\2 |
The initiating event [ Risks have been identified ]
Risk identified and registered \,/

Determine the probability of occurrence

\V/

Determine the severity of the consequences

Source streams \/

Evaluation of risk level

Input streams

Information in the risk register

The severity of the consequences has
been determined
The probability of occurrence is defined \l/

The final event Risks processing

The level of risk is defined

Figure 3. Analysis and evaluation of results at the enterprise

Source: developed by the authors.

Assessing the possibility that an undetermined event or condition may
occur, it is crucial for informed decisions to look back over the years. In the
absence of such information, risk estimation is allowed based on industry
trends or expert opinion.

The risk probability matrix is presented in the table 1.

Table 1
Matrix of probability of occurrence of risks in the enterprise
Frequency Meaning Degree
of occurrence

Often It can happen many times (happened often) 5
Sometimes Occasionally 4
Very rare Unlikely but possible that it will happen 3
unlikely It is very unlikely to happen (no details of what happened) 2
It is highly unlikely The possibility of an event is almost off 1

Source: developed by the authors.

The next step in the process of organizational control of the risk factors
associated with the consequences of deviations is to assess the severity
of the consequences if the damage materializes in the processes of produc-
tion and marketing of products (provision of services).
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The severity of risk factors is defined as the possible consequences of
an uncertain event or condition, with the worst case scenario being consi-
dered as the benchmark. These issues can, for example, help to assess the
severity of the consequences if their potential materializes in the course of
the enterprise’s activities:

»  What is the number of negative situations related to customer satisfaction?

*  What is the level of damage to the enterprise (damage or destruction
of the property of the enterprise, property of customers or external suppliers,
damage to a third party, financial and economic consequences for the enterprise)?

*  What is the probability of environmental impact (Dangerous Product
Incidents or Other Environmental Disorders)?

*  What is the probability of violations of current law?

* What is the level of harm to the health of customers, employees, etc?

Based on the content of the answers to such questions, one can esti-
mate the severity of the possible consequences of an undetermined event
or condition by using the risk factor matrix of severity while assuming the
worst case scenario as a benchmark (table 2).

The Impact Severity Matrix contains five categories that characterize
the severity of an undetermined event or condition. The value of each cate-
gory assigned corresponds to the degree of severity of the undetermined state
or event. Just like the probability matrix, this table is an example given to pro-
vide an algorithm to an expert team.

Table 2
Matrix of severity of consequences of risk exposure
Seriousness Meaning Degree
of consequences
Full stop of the operating process.
Critical Destruction of property, infrastructure. A

Receiving losses over a long period.

Health damage, human casualties

Significant reduction of the "safety margin" of equipment
and damage to property.

Dangerous Receiving losses for several consecutive periods. B
High share of overdue accounts payable.

Stress or workload that can cause staff to fail in their tasks
Breach of contract obligations.

High share of overdue receivables.

Intense The staff is not fully able to cope with adverse operating C
conditions due to increased workload or due to conditions
that reduce the efficiency of work

Production restrictions, short-term downtime production
equipment.

The presence of illiquid inventory.

Insignificant interpersonal conflicts

Unplanned short-term downtime of fixed assets not related
Miserable to operating activities. E
Minor violations of the staff work schedule

Insignificant

Source: developed by the authors.
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To obtain a general risk index, it is necessary to combine the probabi-
lity matrix and the consequence severity matrix into the risk assessment
matrix (table 3).

Table 3
Risk assessment matrix at the enterprise

= | A Critical 1A* 2A** JAFEE 4AF** SA*H*

8 8 B | Dangerous 1B* 2B** 3B** 4B*** SBH**

2 % C Intense 1C* 2C** 3C** 4C** SCH**

Z D | D| Insignificant 1D* 2D* 3D** 4D** SD**

B Q| E| Miserable 1E* 2E* 3E* 4E** SE**
SRZ) It is highly . .

% § unlikely unlikely Very rare | Sometimes Often

A PROBABILITY of occurrence

* Indicates green (acceptable risks).
** Indicates yellow (risks that should be addressed in the medium term).
*#* Indicated in red (risks need immediate response).

Source: developed by the authors.

A preliminary risk assessment is an alphanumeric combination and is
not a visible or tangible component, so this combination is called a risk index.

Acceptance zones are indicated by color marking in the risk assess-
ment matrix (table 4). The risk index derived from the risk assessment matrix
should now be transferred to the risk tolerance matrix, which characterizes
the eligibility criteria.

Table 4
Summary matrix of risk levels at the enterprise
Criterion Risk Index Level of risk
CRITICALLY 1
(Red colour) 3A 4A SA 4B SB5C Unacceptable
CONDITIONALLY 2
acceptably 2A 2B2C 3B3C 3D 4C 4D 4E 5D 5E Conditionally acceptable
(yellow)
acceptably 3
(green) 1E 1D 1C 1B 1A 2D 2E 3E Acceptable

Source: developed by the authors.

All risks exceeding the permitted limits must be processed. At the initial
stage of settlement it is necessary to analyze the possibility of eliminating
a dangerous factor — a source of risk. The further action is to analyze the
possibility of avoiding the risk by ending the activity that causes it.

If the two previous steps for some reason are not acceptable to eli-
minate the risk, then it is necessary to proceed to the treatment of risk by
influencing its determining parameters: reducing the probability of appea-
rance and/or severity of consequences.

The processing of these parameters is possible through the develop-
ment and implementation of measures aimed at increasing the probability of
achieving the goals and reducing the probability of negative results of the
process. The development of these measures should begin after an analysis
of the potential impact on each parameter:
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probability of appearence: if the results of the analysis show the
possibility of reducing the probability of occurrence, then appropriate mea-
sures should be taken;

severity of consequences: if the results of the analysis show the
possibility of reducing the severity of the consequences, then it is necessary
to develop measures that will result in their reduction, which will affect the
variation of the final results of the processes.

Each action developed must be completed within the prescribed time.
These actions should be a clearly defined plan of action, indicating the
timing of each event and the responsible officials at each stage. The action
plan must be approved by the head of the structural unit where the risk has
been identified. In the event that several structural units are involved in the
remedial action, a general action plan must be drawn up and agreed with the
leaders involved.

After the implementation of the measures, a performance check should
be carried out. If the actions taken did not reduce the parameters (probability
and consequences), and the risk level to an acceptable level, then repeat the
procedure.

Conclusion. In order to ensure timely response of the enterprise to the
challenges of the changing environment, increase its competitiveness and
economic security, it is necessary to apply a risk management model that
must meet the world standards of risk management and key business processes
of the enterprise. Such a model allows identification of risks, analysis of their
consequences in two parameters and setting the procedure for their treatment.

Depending on the life cycle of the enterprise and the availability and
completeness of the information base on the risk management process, each
enterprise will not only have its own different model, but also apply diffe-
rent methods and approaches to risk identification, assessment and treat-
ment. Identifications will also depend on the period of the risk event. If an
entity is attempting to use preventive risk management measures, then a pro-
active risk identification technique will be effective, and if it is intended
to evaluate the impact of the event on the entity’s activities, then it is advisable
to use a responsive methodology.

Risk analysis as an element of an enterprise risk management system
will depend on a reliable and complete assessment of the two main risk para-
meters: the probability of occurrence and the consequences. The result of the
analysis should be used to further influence the risk, the effectiveness of which,
in turn, will also be determined by the level of involvement of all stakeholders.
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Mamycoea O., Andpeesa B., Az003incokuii B. Moodeni pusuk-meHeodrcmenny.

Ilocmanoska npoonemu. Ilionpuemcmeso, Oocsieaiouu c8oix yinet, CMUKAEMbCS
3 GHYMPIWHIMU MA 306HIWHIMU 6NIUGaMU HegusHnawenocmi. Tomy asiciugo He auuie 6cma-
HOBUMU 8IONOGIOHICMb CUCEMU YRPAGIIHHI UMO2AM PI3HUX CMAHOAPMIE, d U OMPUMAmu
suuepnny iHopmayiro npo pusuxu y 6cix cghepax OistbHocmi cyd €Kma 20Cno0aproSanHsi.
Bnposaodoicennss ma nocmitine 800CKOHANEHHS cUCEMU YNPAGLIHHA PUSUKAMU HA NIONPU-
EMCMBI € HeOOXIOHOI0 YMOBOI0 1020 KOHKYDEHMOCHPOMOICHOCE MA C80EHYACHO20 peazy-
BAHHA HA BUKTIUKU CEPeO0BULY.

Memoto cmammi € po3pobka mMooeni YAPasiinHi pusuKamu AK cKiaoogoi cucmemu
MeHeOHCMeHmy HA NIONPUEMCMEI, Wo 3abe3neyums 1o2o egpeKmueHy OisIbHICIb Y Cyyac-
HUX YMOBAX MIHAUB020 8HYMPIWHBOZO | 308HIUHBLO20 CEPed08ULY Ma 3A0080JIeHHs Nompeo
YCIX 3aYiKaeneHux CmopiH.

Mamepianu ma memoou. /[na nobyoosu mooeni YNPAGuiHHA PUSUKAMU HA NiO-
NPUEMCMEBE BUKOPUCTAHO OiANeKMUYHUTE MeMMOO NI3HAHHI, MemOOU AHANI3Y, CUHME3Y, CUC-
MeMHULL Ma nPoYecHull nioxio, @ MAaKo’c MOOENI08aHHs Oi3HeC-NPoYecis.

Pezyromamu 0ocnioncennsn. Ceimosuti 00C8i0 pU3UK-MEHEONCMEHMY 3ACEIOUYE, WO
20I06HUM NPUHYUNOM MOOEPHI3aYil YNPAGIIHHA PUUKAMU CMAE NPUHYUN 3ACMOCYBAHHS
npoyecHozo nioxody. Bionogiono 00 npoyecnoco nioxody ma 3ameepodiceHux Ceimosux
cmanoapmis 015 3a0e3neyeHHs. epeKmueHoOCmi (PYHKYIOHYBAHHA CUCHEMU PUSUK-MEHEONC-
MeHmy Ha nionpuemMcmesi 6y0yemucsi MOOeb PUSUK-MEHEOHCMEHMY, WO MICIMUmMs mpu OCHOBHI
CKAA008I: i0eHmuikayis pusuxy, aHaliz ma oyiHka pusuxis, eiue Ha pusuxu. Komnonenmu
MoOeni YRpasniHHA pusuKamu 8i0N08I0arms OCHOBHUM elleMEeHMAM (QYHKYIOHYBAHHA NiONpuU-
EMCMEA: NIAHY8AHHST MA OpPeaHizayiss 00CIYe08Y8aHHS, (QVHKYIOHY8AHHL MA KOHMPOIb
(oyinka egpexmugnocmi ynpagninHa pusukamu Ha nionpuemMcmsi).
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IHionpuemcmeo modice suxopucmogyeamu 08a OCHOGHI Memoou ioeHmu@ikayii
PUBUKIG: NPOAKMUBHUL Ma peazylouutl. 3 Memolo 6UasNeHHs. HACAiOKI8 PUSUKY aHali3 pu-
UKy IPYHMYEMbCA HA OYiHYI 080X NOKA3HUKIE (UmogipHocmi ma enaugy). Yci icuytoui
pusuKy maroms oymu 0opobneni. Heobxiono npoananizysamu Mo*CIUGICIG YCYHeHHs 0Jice-
pena pusuxy, nicis 4020 GUHAYUMU MOICIUBOCINI YHUKHEHHS PUSUKY WIAXOM NPUNUHEHHS
QisIbHOCMI, KA 11020 3YMOBTIOC.

Bucnogxu. 3 memoio 3abe3neuenis C60EYACHO20 peazy8anHs NIONPUEMCMEA HA BUK-
JIUKU MIHAUBO20 Cepedosuya, NiOBUUEHHS 11020 KOHKYPEHMOCHPOMOICHOCHE MAd eKOHOMIY-
HOI 6e3nexu HeOOXIOHO 3ACMOCO8Y8AMU MOOENb YHPAGNIHHA PUSUKAMY, KA NOGUHHA
8ionogioamu C8IMosUM CMAHOAPMAM YNPAGIIHHA PUSUKAMU MA KIOY08UM OI3HeC-npo-
yecam nionpuemcmea. Taxa modenv dac 3mocy ideHmughikysamu pusuxku, NpoOaHATzyeamu
ix Hacnioku 3a 06oma napamempamu (UMOSIpHICMb Ma 6NAU8) MA 6CMAHOBUMU NPOYEOYPY
6NAUBY HA HUX.

Kniouoei crnoea: pusuk, yrnpasiiHHS PU3MKaMH, MOJIENIb, Oi3HEC-TIPOLIECH, aHai3
pH3UKY, BIIUB HA PU3HK.
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THE DIAGNOSIS OF ECONOMIC SECURITY
OF THE ENTERPRISE

The essence of economic security of the enterprise and methods of estimation of its
level are considered. Methodical approaches to assessing the level of economic security of
the enterprise are investigated, and their analysis is carried out. The system of functional
components of economic security of the enterprise is proposed and the author’s method of
estimation of its level is substantiated.
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