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ECONOMIC SECURITY
OF THE PRODUCTION
AND TRADE ENTERPRISE

Introduction. Activities in modern conditions
of increasing market intensity, increased com-
petition, the emergence of new threats (natural
disasters, pandemics, conflicts) require protec-
tion of Ukrainian trade enterprises. This indi-
cates the growing importance of maintaining the
economic security of the enterprise (ESE) among
other factors of management, as well as forecas-
ting its future development, the application of
innovation in the enterprise and improving
organizational measures.

Problem. The economic security system (ESS)
of the enterprise is created by the managerial staff
and provides them with relevant analytical infor-
mation, which allows taking necessary measures to
reduce threats and promote sustainable develop-
ment of the enterprise. This process is complicated
by the lack of a single definition of the concept of
"economic security of the enterprise”, as well as the
actual and categorical definition of the concept of
"economic security of the enterprise”. Maintaining
an appropriate level of ESE should not be seen as
a separate issue, but as part of the overall system of
enterprise management.

The aim of the article is to study develop-
ment of the concept of "economic security system
of the enterprise”, its essence and components.

Methods. Methods of theoretical gene-
ralization, analysis and synthesis were applied
in this paper. The works of domestic and fo-
reign scientists were used in the preparation
of the article.

Results. The views of experts on the essence
of the concept of ESS are analyzed. Approaches to
the definition of the ESE system and its constituent
structures are considered. The types of uncer-
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EKOHOMIYHA BES3IIEKA
BHUPOEBEHNYO-TOPI'OBEJIBHOI'O
NIANPUEMCTBA

Bcemyn. [isnsuicme y cyuacnux ymosax 3poc-
MAHHA THMEHCUBHOCII PUHKY, NOCUNEHHSI KOHKY-
Pperyiil, GUHUKHEHHs! HOBUX 3a2pO3 (CIMUXIUHI 1uxa,
nawdemii, Kouguikmu) nompeOyromov 3axucmy
VKPAIHCLKUX mopeoeebHux nionpuemcms. Lle ceio-
UMb NPO 3POCMAHHA BAICTUBOCTI NIOMPUMKU
eKoHoMIuHOT be3nexu nionpuemcmsa (EBII) cepeo
THWUX YUHHUKIE YNPAGNIHHA, 4 MAKOIC NPOSHO-
3Y8aHHA il po36UMKY Ha MAUOYMHE, 3ACmOocy-
6aHHA [HHOGAYIU HA RIONPUEMCMEI Ma NOKpa-
WAHHS OP2aHI3aYitIHUX 3aX00I18.

Ilpoonema. Cucmema exonomiunoi Gesnexu
(CEB) nionpuemcmea cmeopioemvcs  Ynpagiit-
CbKUM NepcoHanom i 3abe3neyye 1o2o 8i0noeioHoI0
aHanimuyHolo IHGopMayicro, wo 0ae 3mMo2y Ce0¢E-
YACHO BHCUMU  HEOOXIOHUX 3aX00i8 U000 3MeH-
WieHHsl 3a2p03 I CUMYTIIOBAHHS CMATI020 PO3GUMKY
nionpuemcmsa. Lleti npoyec ycknaoHioemvycs 6i0-
CYmHICmI0 €0UHO20 GU3HAYEHHS noHsmms "cuc-
mema exoHomiunoi Oesnexu nionpuemcmea, sk
61ACHE | KAmMe2opianbHO20 GU3HAYEHHS NOHAMMA
"exonomiuna besnexa nionpuemcmea”. Kpim moeo,
CI0 Mamu HA Y6asi, wjo NIOMPUMKA HATENHCHO20
piensi EBII mae posensdamucs He sk oKpema npoo-
JlemMa, a AK YacmuHa 3a2anbHOi CUCHeMU YRpas-
JUHHSL NIONPUEMCIBOM.

Memoro pobomu € 00CNIONCEHHA PO3GUMKY
nouamms "cucmema eKkOHOMIYHOI Oesnexu nionpu-
emcmea”, it cymnocmi ma ckia0o8ux.

Memoou. 3 suxopucmanusim ingopmayiiinoi
6a3u 00CniONHCeHb BIMYUSHAHUX MA 3aPYOIHCHUX
HAYKOBYIE 3ACIMOCOBAHO Memoou MeopemuiHo20
Y3a2aNbHeHHs, aHaNi3y | CUHMe3).

Pesynomamu  oocnioxcenna. Ilpoananizo-
6aHO no2nsou haxieyie Ha CYMHiCMb NOHSAMMSL
CEFB. Po3zenanymo nioxoou 00 GUSHAYEHHA CUC-
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tainty influencing the ESE are established; the
structural scheme of uncertainty in the process of
activity of the production and trade enterprise is
formed. The structural scheme of the process of
maintaining a stable level of economic security
(ES) of a production and trade enterprise has been
improved. The functions and main tasks of ESS of
the enterprise, as well as the scheme of its for-
mation for trade are considered.

Conclusions. Structural schemes of uncer-
tainty in the process of business activity and the
process of maintaining a stable level of ESE have
been developed. The author takes into account
the resource and functional composition of the
enterprises and offers the concept of formation
and management of ESS of production and
trade enterprises, which corresponds to the basic
provisions of process and situational mana-
gement. The functional components of ES are
determined.

Keywords: security, economic security, sys-
tem, uncertainty, enterprise.

JEL Classification: F15, F19, M21, D80

memu EBIl ma cmpykmyp, wo ii ckraoarome.
Bcmanoeneno suou negusnaieHocmi, wjo 6niueaiontb
na EBII, chopmosarno cmpykmypHy cxemy Heeus-
HayeHocmi y npoyeci OLLIbHOCHE 8UPOOHUYO-MOP-
206enbHo20 nionpuemcmea. Boockonaneno cmpyk-
mMypHy cxemy npoyecy RiOMpUMKU cmMabilbHO20
pieHa exoHomiunoi 6e3nexu (EB) eupobHuyo-mop-
206enbHo20 nionpuemcmea. Posenanymo gynxyii
ma 2onoeHi 3a60annss CEB nionpuemcmea, a makoic
cxemy @popmyeants it 018 mopeieri.

Bucnoeku. Po3pobneno cmpykmypui cxemu
HesusHaueHocmi y npoyeci OisibHOCMI Nionpu-
emMcmea ma npoyecy RIOMPUMKU CMAOIIbHO2O
pisna EBII. 3anpononosano xonyenyiio ¢opmy-
sanns 1 ynpaeninna CEB nionpuemcms eupo0-
HUYO-MOP208eNbHOI chepu, o 6i0nosioae 6azo6um
NONOJUCEHHAM NPOYECHO-CUNYAYIlIHO20 YAPAGTIHHSA
ma 6paxosye pecypcHO-(QYHKYIOHANbHUU CKIA0
camux nionpuemcme. Buznaueno (yHKyioHanbHI
cknaoosi EP.

Kniouogi crosa: 0Oe3neka, eKOHOMIYHA O€3-
IeKa, CUCTEeMa, HeBU3HAYEHICTD, i IIPHEMCTBO.

Introduction. Activities in modern conditions of increasing market

intensity, increased competition, the emergence of new threats (natural dis-
asters, pandemics, conflicts) require protection of Ukrainian trade enter-
prises. This indicates the growing importance of maintaining the economic
security of the enterprise (ESE) among other factors of management, as well
as forecasting its future development, the application of innovation in the
enterprise and improving organizational measures.

Problem. The ESS (economic security system) of the enterprise is esta-
blished due to the activities of management staff. Such a system ensures
availability of analytical information, identification and classifycation of threats
to the enterprise activities, development of appropriate solutions, and allows
to take measures to reduce threats and promote sustainable development.
The process is complicated by the lack of a single definition of the concept
of enterprise economic security (EES) system, as well as of a categorial
definition of the EES concept.

Maintaining an appropriate EES level should be considered not as a sepa-
rate problem that requires solution, but as a component of the overall enter-
prise management system. Enterprise management requires development
and implementation of a unified EES support system. Therefore, the task of
describing the EES management system and defining the scheme of the
process of maintaining its stable level is relevant.

The analysis of recent research and publications. National and fo-
reign economists have paid attention to the problems of theory, metho-
dology and practical issues of EES diagnostics. The research of scientists
from Krok Institute V. Alkema, O. Kyrychenko, S. Laptiev, V. Sidak,
M. Kopytko (2017) on the definition of ESS components is thorough, but
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it concerns industrial enterprises [1; 2]. Researchers have outlined a range
of issues regarding the mechanism for ensuring the economic security
of industrial enterprises. The group of scientists headed by Professor
V.Nyzhnyk (2018) [3] examined the features of assessing the innovative
potential of an enterprise in the ESS of industrial enterprises. The authors
have established that the economic security of an enterprise is a state of
protection of all types of enterprise resources (financial, tangible and intan-
gible, human) against economic dangers and threats and elimination of their
negative consequences.

Enterprise protection against threats and risks is the subject of scien-
tific studies in many countries. Of interest are the works of A. Yaniohlo and
T. Polaieva (2017) on building an enterprise ESS that would ensure its sus-
tainable development [4], as well as those by Kazakh researchers A. Kaiyr-
baieva and A. Tursynbaiev (2018) on identifying sources of threats to the enter-
prise activities and building its ESS [5]. The conclusions of D. Shvaiba (2018)
and Kh. Uktamov (2020) regarding the hierarchical development of ESS
of any level [6; 7] deserve attention.

However, it seems that issues related to generally accepted approach
to the ESS development, in particular for industrial and trade enterprises are
still unresolved.

The purposes of this paper are (a) to study the development of the
concept "economic security system of the enterprise", its essence and com-
ponents; (b) to analyze modern definitions of the concept of economic
activities of the enterprise; (c) to separate the structural scheme of uncer-
tainty in the course of enterprise activities; (d) to develop ESS of a pro-
duction and trading enterprise.

Methods. Methods of theoretical generalization, analysis and
synthesis were applied in this paper to determine the category "economic
security system of the enterprise". All relevant works of domestic and
foreign scientists, the current regulations of Ukraine, and Internet sources
are the informational background of the research.

The research findings. The ESS of the enterprise should be consi-
dered as a set of interconnected elements specific to any business entity.
They have a certain structure, integrity and form certain relationships. The
measures to achieve economic security are implemented comprehensively,
with a single goal orientation [8-13].

To create an effective ESS, goal orientation is important as a regu-
latory factor of the activities that determines the direction of their action. In
so doing, complete enterprise security systems are formed, it is determined
what should be implemented, what tasks should be performed to achieve the
set goals, which are the main functions of the enterprise security system, i.e.
the activity scope of this system is defined [10; 14-16].

The purpose of the ESS is timely detection and prevention of external
and internal risks and threats, protection of the enterprise functioning, achie-
vement of its business goals [17, p. 47] and sustainable and effective deve-
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lopment in the future [18, p. 229]. The main goals of economic security are
also ensuring the independence of the enterprise and its financial stability.

According to V. Alkema, the economic security system is a set of cer-
tain indicators: the concept of economic security, threats to the economic
system, the maximum values of security indicators, interests in the field of
economic activities, a set of economic security (ES) indicators, the orga-
nization of ES and its legal support [18, p. 39]. There are different interpreta-
tions of the definition of "economic security system of the enterprise" (ESSE),
which indicates the diversity of views of modern experts on the essence
of this concept (Table).

Table
Genesis of the concept of "economic security system of the enterprise"
Year Definition Author
2005 This is a complex concept that includes not only the various M. Kamlyk

components, but also ensuring the safe operation of the enterprise

Resolution of the

A set of various functional measures intended to form protection Council of the Central
2008 S : . .

of the enterprise interests against various threats Union of Consumer

Societies of Ukraine

A great number of interconnected components that helps in conducting L. Donets,
2008 .

business N. Vashchenko
2008 A set of measures designed based on their origin and the relationship M. Tumar

between them

2009 Emphasis on the complex.ity and isolation of the following components:

subjects, objects, mechanisms of implementation at the enterprise

The set of security subjects and objects and the mechanism to ensure

economic security

A combination of economic relations on which the management

2010 |of the enterprise activities and mitigation of the impact of various dangers on 1. Shulha

it depend

Resource approach to the definition of ESSE, ESSE represents resources of
rotection (own, public and social), means and objects of protection

A set of enterprise management elements to achieve goals and mitigate the

impact of threats

2013 |Both a method and a form of security ensuring activity T. Adamenko

2014 A hierarchical set of measures intend_ed to protect the enterprise from various V. Vovk

threats and form a system of addressing threats in the future

2015 |A set of interdependent elements V. Tyshchenko

A category that represents a "generalized" concept: the boundaries

V. Ortynskyi et al.

2010 V. Prokhorova

2011 0. Lokotetska

2012 I. Mihus

22%11(;’ and methods of management, and sets of objects and subjects v ])Br}l]}?tliz;lklo
that ensure the security of the organization )

2019 /An ordered set of interconnected components (organizational, economic, L. Zhukova,
production, etc.) V. Platonov

Source: compiled by the author based on [12; 15; 19; 20-31].

The results of research of concepts, principles, approaches to the
creation and optimal organization of EES management systems have been
published in the papers of many national and foreign researchers, in par-
ticular [8; 9; 11; 32-36]. According to the interpretation of the category
"system", we distinguish two main approaches to formulating the content
of the concept of "enterprise economic security". Proponents of the first
approach [11; 18] define it as a certain management subsystem that can
influence other functional subsystems and ensure effective functioning of
the enterprise as a system under any conditions. According to another app-
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roach [31; 37], researchers characterize ESSE as an organizational and eco-
nomic connection of structural units of the general management system,
which involves integrity, achievement of strategic goals and ability to develop.

The system of economic security of the industrial and trade enterprise
is a structured set of tactical, strategic and operational measures aimed at
protecting the enterprise against external and internal threats, as well as at
formation of the ability to resist them in the future [38].

Modern researchers interpret ESSE in a narrow and broad sense [8-10;
14; 19; 21; 22; 32; 37-43]. In the narrow sense, ESSE consists of mana-
gement bodies, departments and executors who perform the tasks assigned
to them (subjects of management), and a set of methods by which the mana-
gerial influence is exercised. This is usually the EES service (or depart-
ment). However, this unit cannot cover all areas of activities, accordingly
the so-called broad approach should be used. In a broad interpretation,
ESSE is formed from the following components:

organizational structure that reflects the composition and hierarchy
of management of the financial and economic security;

management staff (management subjects) — the employees who per-
form management functions, participate in management and belong to the
management structure;

management mechanism — a set of the main elements of influence
on the development and implementation of managerial decisions to protect
the financial and economic interests of the enterprise;

management object — the activities of a dedicated group of people
united by joint work that requires a special management mechanism (such
as financial, sales, personnel management);

management process the influence of management subjects on the mana-
gement object during the application of selected methods to achieve goals [2].

It appears most expedient to consider ESS as a component of the
management system of an industrial and trade enterprise.

The functioning of modern enterprises takes place under conditions
of uncertainty of varying degrees, due to the activities of people, the way
of perception, methods of transmission and use of information. Considering
this, uncertainty is systematized as follows [1; 18; 33; 38; 42]:

. uncertainty of perception, the precondition of which is an intentional
or unintentional misinterpretation of information by an individual (employee);

. institutional uncertainty that is caused by stereotypical perception
of information, is supported by the activities of social institutions and can
significantly affect the performance of the enterprise;

o technological and organizational uncertainty is formed on the basis
of physical inability to obtain, analyze and fully utilize the information existing
in the appropriate environment in order to make managerial decisions.

In the course of their activities, industrial and trade enterprises fall
under all kinds of uncertainty of their environment, which complicates their
identification and addressing. However, despite the negative impact of uncer-
tainty, it stimulates enterprises to develop, creating opportunities for this (Figure 1).
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Internal environment
(challenges, threats, risks, danger manifestation forms)

v
Uncertainty of the enterprise Strategic management
activities: projects, system
processes, works, tasks v
and operations -
Enterprise development

security management
mechanism

f f f f

External environment
(challenges, threats, risks, danger manifestation forms)

Figure 1. Scheme of uncertainty in the process of activities
of an industrial and trade enterprise

Source: compiled by the author based on [2; 12; 15; 20; 38].

The results of scientific research explaining interdependence and
interconditionality of the enterprise and its economic security, are published
in [5-7; 14; 26; 37; 38; 44]. The analysis results show that enterprise deve-
lopment is also possible as a result of crisis, threat, danger. Enterprise acti-
vities, the level of its economic security and competitiveness are its most
important characteristics as a single system, and they should not be consi-
dered as antagonistic categories. Such a statement is relevant because an
industrial and trade enterprise is an open system that operates in a rapidly
changing external environment.

In the field of EES management, certain system-forming aspects
should be distinguished: interests of the enterprise + threats to interests +
measures to minimize (or eliminate) threats. Given the openness of the
enterprise system, it is proposed to single out the following: coordination
of stakeholder interests; countering threats; resource provision; enterprise
development stimulation (author) [26, p. 327].

The concept of EES is closely related to the notions of "threat",
"danger", "crisis", "risk", "enterprise interests". Examining the results of resear-
chers [2; 6; 26], we conclude that most of them (in particular [26]) associate
EES with the impact of risks or with crisis condition.

The concept of formation and management of the economic security
system of industrial and trade enterprises is based on a combination of several
approaches (resource and functional, process and situational, systemic),
which corresponds to the basic provisions of process and situational mana-
gement and takes into account the resource and functional composition
of the enterprises themselves.

The ESS of an industrial and trade enterprise should be "embedded"
in the system of its strategic management (Figure 2).
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—»| Opportunities and threats from the external environment
v
Enterprise strategic management system:
o concept of development and ESS;
o target reference points of the enterprise activities;
o mechanism for ensuring the ES and enterprise development
I
EES monitoring system
Formation of the ES level assessment system:
o definition of criteria for assessing the ES level;
o differentiation of the ES functional components;
o gradation of the ES levels.
Assessment of the ES level (determination of the integrated
indicator). Adjustment of the basic system parameters.
Formation of options for managerial decisions

A4

e principles;
— ® means;
® measures

v

| Strategic component (strategy adjustment) |

v

| Tactical component (tactics adjustment) |

v

I Making and implementation of operational decisions |

Figure 2. Economic security system of an industrial and trade enterprise
Source: developed and improved by the author [38].

Taking into account the features of an industrial and trade enterprise,
its ES contains such functional components as security of:

« operational activities (market and technical and technological);
« financial activities;

. investment activities;

« innovation activities;

. intellectual and personnel security.

When assessing the security levels of the functional components, the
security of the logistics operations that accompany each component should
be taken into account. The concept of the ESS provision system is an inte-
gral part of the overall concept of the enterprise activities. The activities of
industrial and trade enterprises in modern conditions show that the most
important task is to analyze and predict the bankruptcy of enterprises exactly
from the ES position.

Moreover, the concept of economic security of an industrial and trade
enterprise shall:

» meet the economic goals of the enterprise development;

« establish centers of occurrence of risks, threats and dangers;

o determine the composition of the main economic security objects;

e have clearly defined management system principles to achieve
the set goals, prevent or overcome possible dangers, threats and risks;

o determine the place of each management function in the system
of ensuring the economic security;

 implement the system for monitoring the ES parameters and assess
the monitoring results etc. [9; 21; 32; 36; 38].
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Figure 3 shows the structural scheme of the process of maintaining
a stable level of ES of the industrial and trade company.

Formation of strategic goals of the enterprise activities, determination of interests

/

functional component

Diagnostics of EES level in each

.

Determination of the overall EES level,
its potential and opportunities for development

Determination of the Determining Determination of the
composition and degree || the probability l«—| composition and degree
of impact of the external of appearance of threats of impact of the external

environmental factors | environmental factors

Assessment of risks Assessment of threats
Determination Determination Determination Determination
of the financial of the economic of the potential losses of the enterprise
possibility feasibility from threat ability to neutralize
of risk-taking of risk-taking realization the threat
Ascertainment of an acceptable level of risk and threat

Positive . Negative

. Assessment of impact :

impact ) impact

i of risks and threats P
on the ES level

Development and functioning Development

of a scenario for
acceptance of changes

\

of the EES system

Formation of options
for managerial decisions

of a scenario for
rejection of changes

Figure 3. Block diagram of the process of maintaining a stable level
of economic security of an industrial and trade enterprise

Source: improved by the author based on [2].

The development of scenarios for accepting or rejecting changes allows to
determine the possible path of development of an industrial and trade enterprise
in the future against the background of the impact of risks and threats, as well as
to find a set of managerial decisions that will stabilize the situation.

The ESS functions are the following:

monitoring (state of the external and internal environment, threats,
dangers, challenges, opportunities of the enterprise);
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preparatory (information preparation for analysis and forecasting);

analytical (analysis of the obtained information, determination and iden-
tification of challenges, threats and risks, identification of development
trends, etc.);

elaboration of preventive measures;

development of a program for active management of the EES;

competitive intelligence;

counteraction to raiding'.

The main tasks of an integrated EES system are?:

. timely detection of dangers, threats and risks to the enterprise, the orga-
nization of competitive intelligence;

. creation of mechanisms and effective technology to counteract dan-
gers, threats and risks;

. formation of trade secrets protection;

. arrangement of the system of interaction with public authorities, the
Ministry of Internal Affairs, the Security Service of Ukraine in conducting
joint activities to ensure the EES;

. implementation of measures to ensure information security of the
enterprise;

« protection of the territory and property of the enterprise;

. organization of access mode, etc.

Thus, the integrated security system is based on own resources of the
industrial and trade enterprise and the resources of external entities of the ES
provision, which interact on the basis of mutual interests and legal protection.

Conclusions. According to the results of systematization of scientific
approaches to defining the concept of "economic security system of the enter-
prise", it has been established that currently researchers have different inter-
pretations of this concept as a management subsystem and as a link between
units of the general management system. It has been proposed to understand
the economic security system of the enterprise as a set of the following: mana-
gement methods, appropriate behavior of employees, the ability of the
management to anticipate and respond to dangers in a timely manner,
to make sound long- and short-term plans of the enterprise.

The structural schemes of uncertainty in the activities of the enterprise
and maintaining a stable level of EES, which are integral elements of the
economic security system of the industrial and trade enterprise. Accordingly,
the concept of formation and management of the ESS of industrial and trade
enterprises was proposed based on a combination of several approaches (re-
source and functional, process and situational, systemic), which corresponds
to the basic provisions of process and situational management and takes into
account the resource and functional composition of the enterprises themselves.

! The last two functions arise when necessary.
2 Compiled by the author based on [16; 18; 19; 21; 42].
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Taking into account the features of an industrial and trade enterprise,
the following functional components of economic security have been deter-
mined: operational (market and technical and technological), financial, invest-
ment, innovation, intellectual and personnel.

The specified integrated model of the enterprise economic security
makes it possible to create an effective internal protection system that
is able to counteract contemporary dangers and threats to the environment.

The prospect of further research is the approbation of the proposed com-
prehensive model of economic security in industrial and trade enterprises.
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