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DIGITAL RESILIENCE
AND CYBERSECURITY
OF EU COUNTRIES

The increasing frequency and complexity of
cyber threats, combined with systemic digital
disruptions, have made cybersecurity and digital
resilience critical determinants of the stable
functioning of socio-economic systems in the
European Union. The research hypothesis assu-
mes that a country’s digital resilience is shaped
by real cyber incidents in combination with
institutional capacity, technological readiness,
and the ability to restore digital systems. To test
the hypothesis, a comparative analysis combined
with statistical analysis methods was applied.
Cybersecurity is assessed using the Global Cyber-
security Index and the Cyber-dependent Crimes
Index. Adaptive resilience potential was mea-
sured using the European Digital Resilience
Index (EDRIX), complemented by the European
Open Technology Readiness Index (EOTRIX).
The results show that, in a theoretical aspect,
cybersecurity and digital resilience are comple-
mentary: cybersecurity is a necessary functional
component that provides protection against
cyberattacks and unauthorized interference,
while digital resilience has broader functions,
including crisis management, post-incident
recovery, and adaptation to new threats. The
analysis of the proposed indicators within the EU
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LIMOPOBA CTINKICTb
TA KIBEPBE3INEKA
KPAIH €C

3pocmaroua uwacmoma ma KOMNIEKCHICMb
Kibep3aepo3 y NOEOHAHHI 3 cucmemMHumu yugpo-
sumMu 3005Mu 3pobunU Kibepbesneky ma yugposy
CMIKICMb KPUMUYHUMU  OemepMIHaHmamu cma-
OIIbHOCO (PYHKYIOHYBAHHA COYIATLHO-EKOHOMIYHUX
cucmem y €sponeticbkomy Corosi. Iinomesa
00CiONCEH s nepeddayac, wo yughposa cmitikicms
Kpainu — Qopmyemvcs  peanvHumu  Kibepinyu-
OeHmamu 8 NOEOHAHHI 3 THCMUMYYIUHUM NOMEH-
yianom, MexHON02IYHOI0 20MOBHICMIO ma 30am-
Hicmio  8iOHoGmo8amu  yugposi cucmemu. S
nepegipku  2inome3u 3aCMoco8aHO NOPIGHLIbHULL
AHANI3 Y NOEOHAHHE 3 MEMOOamy CIAMUCMUYHO20
ananizy. Kibepbesnexa oyiHoemvcs 3a 00ONOMO2010
Tobanvrozo indexcy xibepbesnexu ma Inoexcy
KIOep3anescHux 3n04unie. AoanmusHuii nomeHyian
cmitikocmi  @UMIpIo8ascs 3a donomozoro €epo-
neticbkozo inoexcy yugposoi cmitikocmi (EDRIX),
odonosHenozo  €8ponelicokum  IHOEKCOM — 20MO8-
nocmi 0o giokpumux mexuonoeii (EOTRIX).
Peszynomamu noxaszyioms, wo 6 meopemuunomy
acnekmi  Kibepbesneka ma yugposa CMILKICMb
00NnoBHI0IOMb 00HA 00HY: Kibepbe3nexa € HeobXio-
HUM DYHKYIOHATLHUM KOMNOHEHIOM, KUl 3a0e3-
neuye saxucm 6i0 Kibepamax i HeCaHKYIOHOBAHO2O
empyyanns, mooi sK yugposa cmitikicmvs Mmac
wiupwii  yHKYIL, 30Kpema YNpasniHHA KpU3AMU,
BIOHOGNIEHHSL NICTIA THYUOEHMIE Ma a0anmayito 0o
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revealed the absence of a direct linear
relationship between cybersecurity levels and
cybercrime, as well as between cybersecurity
and digital resilience. Greece, Malta and Cyprus
demonstrate a high level of cybersecurity but a
relatively low level of digital resilience. In
contrast, Germany, Finland, Estonia, and Slove-
nia, are characterized by both high digital
resilience and cybersecurity, indicating that
digital resilience is indeed formed under the
pressure of increasing threats in conditions where
institutions are prepared to respond to them
adequately, promptly, and systematically, which
confirms the article hypothesis.

Keywords: digital resilience, cybersecurity,
digitalization, crisis phenomena, European
Union.

HOBUX 3a2p03. AHANI3 3aNPONOHOBANUX IHOUKAMOPIE
y mexcax €C eussue GiOCymHicmo npsmozo
JUHITHOO 36 S13KY MIdiC PIBHAMU Kibepbe3neKku ma
KIOEP3NOYUHHICIIO, 4 MAKOIC MIdC KIbepOe3nekor
ma yughposoro cmitikicnio. I peyis, Manema ma
Kinp oemoncmpyromo eucoxuii pieenv xibepOes-
neKu, ane NOPIGHAHO HU3bKULL piéeHb yupposoi
cminkocmi. Hamomicme Himeuyuna, @innanois,
Ecmonis ma Crogenia xapaxmepuzylomucsa 8uUco-
Kumu AK yugposoro cmitikicmro, max i Kibep-
besnexoro, wo ceiduumes npo me, wjo yugdposa
CmitKicmb OICHO POPMYEMBCsL N0 MUCKOM HAPOC-
Marouux 3a2po3 8 YMOSAX, KO IHCIUmymu 20mosi
a0eK8amHo, ONepamusHo U CUCIEMHO HA HUX
peazyeamu, wo niomeepoX’Cye 2inomesy Cmammi.

Knwowuosi cnoea: madposa CTIHKICTD, Kibep-
Oesmeka, IMQpOBIzaIisi, KpH30Bi sBHIIA, €BpO-
neiicekuii Coros.

JEL Classification: 033, .86, H56, F52.

Introduction

Digitalization has now become a global trend and a key driver of
economic development, which simultaneously increases the vulnerability
of countries around the world to cyber threats. Cyber incidents, failures of
information systems, attacks on critical infrastructure and the spread
of cyber-related crimes are increasingly becoming systemic and are capable
of causing large-scale economic, social and institutional consequences. In
these conditions, ensuring digital resilience is gaining strategic importance,
as it involves not only protecting digital systems, but also their ability to
function continuously, adapt to threats and recover from crisis impacts.
Therefore, studying the relationship between digital resilience and
cybersecurity is important for developing effective approaches to managing
digital risks and ensuring the long-term stability of modern socio-economic
systems. This issue is particularly relevant for EU countries that are forming
a common digital space and seeking to ensure a high level of reliability and
security of digital environments within the framework of integration
processes. Increasing cross-border interaction, growing interdependence of
digital infrastructures and the complexity of cyber threats necessitate a
systematic scientific analysis of the state of digital resilience and
cybersecurity of EU Member States. Research on this topic is important for
identifying existing imbalances, assessing the level of readiness to digital
risks and justifying directions for improving the security and resilience of the
EU’s digital development.

Under current geopolitical conditions, digital transformation has
ceased to be a purely technological process, evolving into a fundamental
cornerstone of national security and economic stability. For the European
Union, which strives to achieve "digital sovereignty"”, the protection of the
information space has evolved from the concept of "cybersecurity” (viewed
as a set of technical protective measures) to the broader notion of "digital
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resilience". The latter is understood not only a system’s ability to withstand
attacks but also as the capacity of critical infrastructure to maintain vital
functions during incidents and recover swiftly thereafter.

The modern discourse on the European Union’s security architecture
is increasingly cantered on digital resilience. The transition from reactive
cybersecurity to proactive resilience is most evident in the EU’s recent
legislative changes. The European Cyber Resilience Act (CRA) and the
Digital Operational Resilience Act (DORA) represent a paradigm shift.
The CRA introduces mandatory cybersecurity requirements for products
with digital elements, thus institutionalizing a "duty of care" for manu-
facturers. T. Alcala (2025), emphasizes that this legislation shifts the burden
of security from the end-user to the developer as the CRA ensures that
security is not an afterthought but is integrated into the entire lifecycle of
digital products, from design to decommissioning.

Research into the Cyber Resilience Act (European Commission, 2025,
December) highlights a paradigm shift toward "security-by-design".
Kerttunen (2024) analyses how mandatory cybersecurity requirements for
hardware and software products create a horizontal legal framework that
reduces vulnerabilities across the EU supply chain.

The ENISA Threat Landscape (2025) highlights the "convergence of
malicious activity," where threat groups increasingly use Al to automate and
industrialize attacks. Recent literature suggests that the EU’s resilience will
depend on the rapid adoption of Al-driven defence mechanisms to counter
harmful generative Al exploits (WEF, 2025)

In the financial sector, as analysed by Biliavskyi et al. (2024) digital
transformation integrate digital technologies into all areas of business making
it more effective. Industry reports, particularly the KPMG Cybersecurity
Considerations 2025, highlight the dual nature of emerging technologies. Al
Trust has become a central pillar of digital resilience. KPMG notes that CEOs
see cybersecurity as the biggest threat to business in the past decade. With
the rapid digitalization of all industries, particularly amid the massive
adoption of Al, not only are companies’ infrastructures at risk, but also their
reputations, customer relationships, and even the markets they operate
in (KPMG, 2025).

Academic studies by Carrapico & Farrand (2024) link these technical
measures to the broader concept of "Digital Sovereignty." The research
argues that resilience is no longer just a technical metric but a geopolitical
tool used by the EU to ensure its autonomy in a fractured global digital world.
In terms of policy, this means that it has transitioned into a system of stringent
regulatory oversight and hierarchical governance, aimed not only at the
internal consolidation of its cyberspace but also at projecting European
security norms as global benchmarks through strategic foreign policy
initiatives.

Further studies highlight digital resilience as a result of close public-
private collaboration and enhanced effectiveness of public policy digital
infrastructure. It is stressed that, in the context of rising hybrid threats,
Europe’s security depends on strong public—private partnerships and
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supportive conditions for digital companies to grow in Europe (Digital
Europe, 2023, March 6). Rotar (2025) emphasizes the integration of cyberse-
curity and resilience in national digital policies, showing that institutional
and regulatory measures enhance digital governance and regional compa-
rability. Sorokina et al. (2024) identifies the key digital determinants of
national economic resilience highlighting the role of digital infrastructure,
policy frameworks, and strategic digital transformation measures in streng-
thening the resilience of national economies facing external shocks and
structural challenges.

Bada and Agrafiotis (2021) emphasize the growing "cyber inequity" and
skills gap. They argue that while large organizations show steady progress,
smaller organizations struggle to maintain resilience, with the public sector
facing a 49% deficit in necessary cybersecurity talent as of 2025.

Contemporary research often treats cybersecurity and digital resilience as
synonymous terms within the EU’s strategic discourse. However, a significant
gap exists in understanding the potential trade-offs and synergies between these
two concepts. This study addresses this oversight by evaluating the level of
cybersecurity versus resilience performance, identifying whether standardized
security measures are sufficient for crisis-era functionality or if a distinct set of
resilience-oriented metrics is required to sustain the EU’s digital ecosystem.

The authors of the article propose the hypothesis that a country’s
digital resilience is shaped by actual cyber incidents in combination with
institutional capacity, technological readiness, and the ability to restore
digital systems.

The aim of the study is to evaluate the levels of cybersecurity and digital
resilience in EU member states, and determine the empirical interrelationship of
cybersecurity and digital resilience within the context of digital systems’
capacity to neutralize crisis events and maintain functionnality.

To achieve this goal, methods of comparative cross-national analysis
with statistical analysis were used. Specifically, to evaluate the defensive
potential of EU nations, the Cybersecurity Index (GCI) was used to measure
legal, technical, and organizational maturity. This was correlated with the
Cyber-dependent Crimes Index to assess the actual prevalence of threats and
the effectiveness of existing countermeasures. Next, to measure the adaptive
capacity of systems, the European Digital Resilience Index (EDRI) was
applied, that describes the ability of national infrastructures to withstand
systemic shocks. This was complemented by the European Open Technology
Readiness Index, that evaluates the technological flexibility and openness of
the digital ecosystem.

Finally, the comparison analysis was used to determine the strength of
the link between a country’s cybersecurity and its resilience performance. By
comparing these indices, the authors identify the cases where a high
cybersecurity does not necessarily lead to high resilience and vice versa.

The structure of the article is organized as follows. First, the
theoretical foundations of digital resilience and cybersecurity are analysed.
Next, the level of cybersecurity within the EU’s digital environment is
assessed using the Global Cybersecurity Index and the Cyber-dependent
ISSN 2786-7978; elSSN 2786-7986. SCIENTIA FRUCTUOSA. 2026. N2 3 145
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Crimes Index. This is followed by an evaluation of the digital resilience
levels of EU member states, utilizing the European Digital Resilience Index
and the European Open Technology Readiness Index. Finally, the study
concludes with a summary of findings.

1. Theoretical understanding of digital resilience and
cybersecurity

The theoretical foundations of digital resilience and cybersecurity are
being formed in the context of the rapid digitalization of economy, public
administration and other social processes, that causes the growing dependence
of the functioning of modern systems on information and communication
technologies. Under such conditions, any disruptions in the operation of digital
systems caused by cyberattacks, technical failures, the human factor or hybrid
threats can have large-scale economic, social and security consequences. This
highlights the need for a theoretical conceptualization of cybersecurity and
digital resilience, their content, interrelationship, and role in ensuring the
stability of modern socio-economic systems.

Cybersecurity is a set of measures aimed at protecting information in
computer systems and networks from unauthorized access, use, disclosure,
violation of integrity, modification or destruction. It encompasses technical,
organizational, legal, and institutional mechanisms designed to ensure the
confidentiality, integrity, and availability of information resources.
Cybersecurity has become vital both for protecting users’ private data and
personal information and for ensuring the smooth operation of critical
systems, including financial institutions, government information resources,
energy networks, and medical facilities. Cybersecurity breaches in these
areas can lead not only to economic losses but also to threats to national
security and public life. Historically, the explosion of interest in
cybersecurity occurred at the end of the 20th and beginning of the 21st
centuries in connection with the emergence of the Internet and the
widespread use of computer technology. The further growth in the number
and complexity of cyberattacks, development of malicious software, as well
as the active use of digital technologies in all spheres of society contributed
to the transformation of cybersecurity into a separate field of scientific
knowledge and professional activity. Within this field, risk-oriented,
institutional and socio-technical approaches have been formed, which
consider cybersecurity not only as a set of technical solutions, but as a
comprehensive cyber risk management system. At the same time, the further
evolution of the digital environment has revealed the limitations of the
classical understanding of cybersecurity, focused mainly on preventing
threats. In response, the concept of digital resilience was formed, which
originates from the general theory of systems, the economics of sustainable
development, the theory of risks and crisis management. Digital resilience is
interpreted as the ability of digital systems, organizations and institutions to
anticipate potential threats, withstand negative impacts, adapt to changes and
quickly restore their functioning after incidents, regardless of their origin.
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The distinctive features of the concepts of "digital resilience” and
"cybersecurity" are given in Table 1.
Table 1
Distinctive features of the concepts of "Digital resilience™ and "Cybersecurity"

Digital resilience Cybersecurit

The ability of digital systems to A system of measures aimed at
anticipate, withstand, adapt to, and preventing, detecting, and neutralizing
recover from disruptions and attacks cyber threats

Protection against unauthorized

Essence of
the concept

Purpose Continuity of operations and recovery

interference
-r:-(;wgon Before, during, and after an incident Mainly before and during an incident
A broader concept (includes A narrower concept (a component of
Scope - . o
cybersecurity) digital resilience)
_Objects of IT systemsi bus_lnes_s processes, Data, networks, software
impact human capital, institutions
Outcome System flexibility and adaptability System security/protection

Source: developed by the authors.

Unlike cybersecurity, digital resilience has a broader meaning and
focuses not only on protecting information and infrastructure, but also on
ensuring the continuity of business and management processes, maintaining
the functional capacity of systems in crisis conditions and their long-term
adaptability. It assumes the availability of redundant resources, backup
channels, flexible organizational structures, as well as the ability to learn
from experienced crises. Thus, digital resilience reflects the transition from
the logic of "absolute protection" to the logic of "system viability" in
conditions of constant instability. In the European Commission’s approach,
digital resilience and cybersecurity are considered as interrelated and
complementary components of a single EU digital policy aimed at ensuring
the stable, secure and continuous functioning of the digital economy and
society. The European Commission considers that the modern digital
environment is characterised by a high level of interdependence, cross-border
threats and the constant evolution of cyber-attacks, which makes it
impossible to reduce security solely to the technical protection of information
systems (European Commission, 2020). In this context, cybersecurity is
interpreted by the European Commission as a key element of protecting
networks, information systems and data from unauthorised access, misuse
and cyber-attacks, especially in critical infrastructure sectors. The Commission
stresses that effective cybersecurity is a necessary prerequisite for trust in digital
technologies, the functioning of the EU internal market and the protection of
citizens’ fundamental rights (European Commission, n. d.). That is why, within
the framework of the European digital strategy, a set of legislative initiatives
was formed aimed at unifying requirements for cyber risk management,
strengthening the role of national authorities and coordinating the actions of
member states, in particular through the adoption of the NIS2 directive and
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the development of pan-European mechanisms for responding to cyber
incidents (European Commission, 2022, December 14).

At the same time, the European Commission is consistently expanding
the scope of the security discourse, integrating the concept of digital
resilience into it. Digital resilience is understood as the ability of digital
systems, organizations and economic sectors not only to withstand
cyberattacks, but also to maintain operational capacity in crisis conditions,
recover quickly from incidents and adapt to new types of threats (European
Commission, 2025, December). This approach reflects the evolution from the
classical understanding of security to a systemic concept of the viability of
digital ecosystems, which is consistent with modern scientific approaches to
risk management and the resilience of complex systems (Von Solms & Van
Niekerk, 2013).

A practical example of this approach is the Digital Operational Resilience
Act (DORA), which the European Commission considers as a tool to ensure the
digital operational resilience of the financial sector. Within the framework of
this regulation, digital resilience is defined as the ability of financial institutions
to withstand serious ICT disruptions, including cyberattacks, and to continue
providing key services without systemic disruption (DORA, 2025, January 17).
A similar logic is embedded in the Cyber Resilience Act, which establishes
mandatory cybersecurity requirements for digital products throughout their life
cycle and places responsibility for a basic level of security on the manufacturers
of digital solutions (European Commission, 2022, September 15). Thus, in the
conceptual vision of the European Commission, cybersecurity is a necessary,
but not exhaustive, component of digital resilience. While cybersecurity focuses
on protectting against threats and minimizing vulnerabilities, digital resilience
encompasses a broader range of tasks, including incident management, disaster
recovery, institutional coordination, and long-term adaptation of digital systems
(Christen et al., 2020). This integrated approach allows the European Union to
view digital security not as a static state, but as a dynamic process, which is a
key factor for the EU’s competitiveness, strategic autonomy, and resilience in
the face of growing hybrid threats (European Commission, n. d.).

2. Assessing cybersecurity in the EU digital environment

In the conceptual dimension, it is appropriate to distinguish between
cybersecurity as a system of instruments and cyber incidents as a factor of
dynamic change. Cybersecurity functions as an institutionally and techno-
logically structured toolkit encompassing regulatory and legal mechanisms,
organizational procedures, response algorithms, technical protection measu-
res, and system recovery protocols.

At the same time, cyber incidents (cyberattacks, unauthorized
intrusions, data breaches) act as a driving force that exposes vulnerabilities
and stimulates the modernization of this toolkit. It is precisely real-world
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incidents that generate the empirical basis for revising security standards,
refining risk management models, and strengthening the institutional
capacity of both the state and the private sector.

Thus, cybersecurity is not a primary causal factor but rather an
adaptive system of measures that evolves in response to the growing
complexity and intensity of cyber incidents.

The modern digital environment is characterized by high dynamics
of development and a simultaneous increase in the scale and complexity of
cyber incidents. Cyber incidents cover a wide range of threats, from
unauthorized access and malware to targeted attacks on critical infrastructure
and data manipulation. Their nature is increasingly determined by the use of
artificial intelligence, automation of attacks, the use of social engineering and
the exploitation of vulnerabilities in global digital supply chains.

The analysis of cybersecurity in the EU digital environment
demonstrates its key role in ensuring the stable functioning of economy,
public administration and society in the context of rapid digitalization. The
EU considers cybersecurity as a component of strategic autonomy and digital
resilience, which is reflected in the formation of a comprehensive regulatory
framework, in particular the NIS2 Directive, the Cyber Resilience Act and
the General Data Protection Regulation (GDPR).

The main challenges for cybersecurity in the EU remain the increasing
number and sophistication of cyberattacks, in particular against critical
infrastructure, the financial sector, government information systems and
supply chains, as well as hybrid threats in the context of geopolitical
instability (Cyble, 2024, December 5). In response, the EU is strengthening
coordination between Member States, increasing institutional capacity of the
European Cybersecurity Agency (ENISA), investing in cyber education,
innovation and joint incident response mechanisms. At the same time,
the analysis shows that the level of cybersecurity in EU countries is uneven,
which necessitates the need to harmonise standards, exchange best practices
and support less resilient digital systems. Thus, cybersecurity in the EU’s
digital environment appears not only as a technical task, but as a
multidimensional policy aimed at ensuring trust in digital technologies,
protecting citizens’ rights, and increasing the overall resilience of the EU.

It is advisable to analyse cybersecurity in the EU digital environment
using the Cybersecurity Index and the Cyber-dependent Crimes Index
(ENACT Programme (n.d.), that allow assessing the state of cybersecurity
and the real level of cyber threats in countries (Table 2). The Cybersecurity
Index (FM Global, n. d.) is developed by the international insurance and
analytical company FM Global and is aimed at assessing the readiness of
countries to counteract cyber risks at the systemic level. The index reflects
the structural ability of the state to prevent cyberattacks and minimize their
consequences through the development of the institutional framework,
regulatory framework, digital infrastructure, and the level of cyber protection
of business and the public sector. In the EU context, this index often
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correlates with the level of digital maturity, the quality of public
administration, and investments in cyber resilience.

The Cyber-dependent crimes Index (ENACT Programme, n. d.), in
turn, focuses not on readiness, but on the actual rate of cyber-dependent
crime, i.e. crimes that cannot be committed without the use of digital
technologies (hacking attacks, system hacking, malware, digital fraud, etc.).
The Cyber-dependent crimes Index reflects the practical intensity of cyber
threats and is an indicator of the real pressure of cybercrime on the economy,
state institutions and society. For countries with a high level of digitalization,
this index is often higher, which indicates an increase in the “attack surface"
and the attractiveness of such states for cybercriminals.

Table 2

EU member states in Cybersecurity Index and
Cyber-dependent crimes Index, 2025

| Cybersecurity Cyber-dependent
Rank Country Index Country crimes Index
(1-100 points) (1-10 points)

1 Greece 99.6 Estonia 7
2 Cyprus 97.4 Netherlands 7
3 Luxembourg 95.5 Germany 7
4 Estonia 93.7 Belgium 6.5
5 Germany 934 France 6.5
6 Denmark 925 Denmark 6.5
7 Slovenia 92.1 Sweden 6.5
8 Finland 91.9 Spain 6.5
9 Netherlands 91.7 Romania 6
10 Italy 91.6 Italy 6
11 Malta 91.6 Ireland 6
12 Slovakia 91.2 Slovakia 6
13 Poland 91.0 Poland 6
14 Belgium 90.9 Bulgaria 6
15 Spain 89.8 Latvia 6
16 Lithuania 89.3 Lithuania 55
17 Romania 89.1 Hungary 5.5
18 France 88.9 Malta 55
19 Sweden 88.0 Finland 5.5
20 Ireland 87.2 Austria 55
21 Czech Republic 85.4 Czech Republic 55
22 Croatia 85.2 Portugal 55
23 Hungary 82.9 Croatia 5
24 Latvia 78.1 Slovenia 5
25 Austria 76.9 Greece 4.5
26 Bulgaria 72.1 Cyprus 4.5
27 Portugal 65.0 Luxembourg 4.5

EU average 88.2 EU average 5.8

Source: FM Global (n. d.); ENACT Programme (n. d.).
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The average Cybersecurity Index score across the EU (see Table 2),
indicating an overall high level of institutional and technical preparedness of
the Member States to counter cyber risks. The leaders in this indicator are
Greece, Cyprus and Luxembourg, which demonstrate almost maximum
index values, which is the result of targeted public investments in national
cybersecurity strategies, regulatory support and coordination with European
institutions. At the same time, 9 EU countries have lower than the average
level of cybersecurity for the EU, which indicates certain imbalances within
the integration group. Analysis of the Cyber-dependent crimes Index shows
that the there is a noticeable differentiation between countries. The highest
values were recorded in Estonia, the Netherlands and Germany, which,
despite the high positions of these countries in the cybersecurity ranking,
indicates increased vulnerability to cybercrime, due to the high level of
digitalization of the economy, the development of electronic services and a
significant concentration of digital assets (European Commission, 2026). In
contrast, countries with lower cybercrime rates, in particular Greece, Cyprus
and Luxembourg, have a high level of cybersecurity.

Comparing both indices allows us to conclude that there is no direct
linear relationship between the level of cybersecurity and the scale of cyber-
related crimes in EU countries. On the contrary, in highly developed digital
economies, strengthening cybersecurity is often accompanied by an increase
in the number or complexity of cyberattacks, which requires not only
technical protection, but also the development of analytical, legal and
international countermeasures. According to forecasts by the European
Cybersecurity Agency (ENISA), by 2030, cyber threats in the EU will
become systemic and will be determined by a combination of technical,
organizational and social threats (Figure).

2 3

Skill Shortage Human Error and
Exploited Legacy Systems
Within Cyber-Physical
Ecosystems

Supply Chain Exploitation of

Compromise of Unpatched and
Software Out-of-date Systems

Dependencies

Physical Impact of Rise of Digital
Natural/Environmental Surveillance
Disruptions on Critical Authoritarianism /

Digital Infrastructure = TH REATS ~ Loss of Privacy
2030

Abuse of Al Cross-border ICT
Service Providers as a
Single Point of Failure
Rise of Advanced Advanced Disinformation
Hybrid Threats / Influence Operations
(10) Campaigns

Cyberthreats to lookout for in the EU through 2030
Source: Cyble (2024, December 5).
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The data presented shows that by 2030, cyber threats in the EU will
be cross-sectoral in nature, going beyond purely technical problems. Attacks
on supply chains and critical infrastructure are of particular danger, which
can cause cascading disruptions in the economy and society. At the same
time, the role of the human factor, staff shortages and the use of artificial
intelligence as a tool of cybercrime is growing. Accordingly, this requires EU
Member States to systematically invest in human capital, the regulatory
framework, cyber security standards and coordination tools to ensure the
resilience of digital infrastructure in the face of growing challenges.

3. The assessment of EU countries digital resilience

In EU countries, digital resilience is considered not only as a technical
characteristic of IT infrastructure, but as a multidimensional phenomenon
that combines cybersecurity, institutional capacity, regulatory framework,
the level of digital skills of the population and the integration of digital
technologies into the economy and public administration. EU leaders in the
field of digital resilience, in particular the countries of Northern and Western
Europe, are characterized by a high level of digitalization, developed
mechanisms for managing cyber risks, effective interdepartmental coordi-
nation and active participation in joint EU initiatives. At the same time, signi-
ficant asymmetry remains between Member States, due to different levels of
investment in digital infrastructure, uneven training of personnel and unequal
readiness to implement European regulatory acts, in particular NIS2 and the
Cyber Resilience Act.

Against this background, the growth of cyber threats, the spread of
cyber-related crimes, dependence on global IT suppliers and the vulnerability
of critical infrastructure reinforce the need to ensure digital resilience as a
component of the EU’s strategic autonomy. In this context, DORA is a key
element in shaping the digital resilience of the European Union, as it creates
a single legal framework at the supranational level to ensure the operational
digital resilience of the financial sector. An analysis of the role of DORA
shows that the regulation of cyber resilience has shifted from fragmented
national approaches to a systemic model of digital risk management, which
covers IT risks, cyber incidents, business process resilience, supply chain
security and interaction with external IT providers. DORA establishes
common standards for ICT risk management, mandatory digital resilience
testing mechanisms, a centralized incident reporting system, and enhanced
oversight of critical digital service providers, which significantly reduces the
level of regulatory fragmentation within the EU. In a strategic dimension, the
regulation shifts the emphasis from reactive cybersecurity to proactive digital
resilience, focused on the ability of financial systems not only to counter
cyberattacks but also to maintain functionality in crisis conditions. Thus,
DORA is not just a regulatory act of financial regulation, but an institutional
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framework for the formation of EU digital resilience, integrating
cybersecurity, risk management, and the stability of digital infrastructure into
a single systemic model of long-term digital security.

The results of the assessment of the level of digital resilience (The
European Digital Resilience Index) and readiness for open technologies
(The European Open Technology Readiness Index) of EU countries in 2025
are presented in the Table 3, divided into three analytical groups (tiers):
Leadership Tier, Specialized Contender and Untapped Potential. In combi-
nation, these indices allow identifying structural imbalances between EU
countries, showing different models of digital resilience formation, and
assessing the role of open technologies as a strategic factor in strengthening
the digital security and sovereignty of the EU.

Table 3

European Digital resilience Index
and European Open Technology Readiness Index in 2025

Country
1 Germany 7.80 7.71
2 Czech Republic 6.89 4.75
8 Sweden 6.80 7.48
4 Finland 6.66 7.94 Leadership Tier
5 Estonia 6.65 6.47
6 France 6.64 6.29
7 Slovenia 6.50 5.43
8 Netherlands 6.24 7.93
9 Poland 5.98 4.28
10 Austria 5.97 4.38
11 Luxembourg 5.65 4.93
ié hit:gljzry ggg ggg Specialized Contender
14 Slovakia 5.25 3.55
15 Portugal 5.15 4.91
16 Denmark 5.08 5.85
17 Spain 4.78 4.86
18 Bulgaria 4.67 3.72
19 Italy 4.64 412
20 Romania 4.02 2.50
21 Belgium 3.87 411
22 Greece 3.77 3.25 .
23 Lithuania 3.49 3.98 Untapped Potential
24 Croatia 3.48 3.56
25 Ireland 3.10 4.49
26 Cyprus 3.04 2.59
27 Malta 2.76 4.83

Source: EDRIX (2025).

The European Digital Resilience Index (EDRIX) and The European
Open Technology Readiness Index (EOTRIX) are developed and calculated
by the independent European analytical initiative EDRIX Consortium, which
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brings together experts in the field of digital policy, open technologies,
economics and cyber resilience. The initiative is research and analytical in
nature and is not an EU institution, but its methodology is focused on the
EU’s strategic goals, in particular digital sovereignty, strategic autonomy and
digital resilience. The indices are calculated on the basis of open international
and European statistical sources, expert assessments and comparative policy
analysis, which ensures cross-country comparability of results.

EDRIX is a composite index designed to measure the overall level of
digital resilience of EU countries. Its key feature lies in its focus not merely
on the level of digitalization or cyber protection, but on a country’s ability to
independently design, implement, and sustain digital technologies over the
long term, even under conditions of crisis, external pressure, or technological
disruption. To this end, the index covers several interrelated dimensions,
including digital public policy, the capacity of the public and private sectors,
the development of the domestic technological and developer ecosystem, and
the level of societal adoption to digital solutions. Thus, EDRIX makes it
possible to assess not declarative intentions, but a country’s actual structural
readiness to ensure digital resilience.

EOTRIX, in turn, is a specialized derivative index that focuses on the
readiness of countries to use open technologies as a basis for digital
resilience. It is calculated with an emphasis on those components of
the digital ecosystem that are directly related to open software, open
standards and open innovation models. EOTRIX measures the readiness
of public policy, environment and society as a whole to implement open-
source solutions and reduce dependence on closed technological ecosystems.
In a scientific context, this index is an indicator of the potential for digital
autonomy, since open technologies are considered as a tool for increasing
transparency, security and flexibility of digital systems.

The Leadership Tier group includes countries with high EDRIX
values (above ~6.5), which indicates a well-established institutional,
technological and regulatory framework for digital resilience. Germany,
Sweden and Finland demonstrate balanced values of both indices,
representing the use of a combination of developed digital infrastructure and
active implementation of open technologies.

At the same time, the Czech Republic and Slovenia demonstrate an
asymmetric development model, in which a sufficient level of digital
resilience is not accompanied by a corresponding readiness for open
technologies. Accordingly, this indicates the dominance of state-centric or
more closed digital ecosystems, where the emphasis is on protection and
control, rather than on openness and innovative interaction.

The Specialized Contender group is characterized by medium EDRIX
values (mainly 5.0-6.2) and significant EOTRIX variability. An example of
this is the Netherlands, where with a medium level of digital resilience the
country has one of the highest indicators of readiness for open technologies.
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This result indicates an innovation-oriented model, where openness and
technological integration are ahead of digital resilience. In contrast, Poland,
Austria, Hungary and Slovakia demonstrate moderate EOTRIX values with
medium level of EDRIX, which indicates a fragmented digital transformation
and limited use of open technology solutions. Such a development structure
may reduce the adaptability of digital systems in the long term.

The countries in the Untapped Potential group are characterized by
moderate values of both indices, which indicates an insufficiently developed
digital infrastructure, weak institutional mechanisms and limited integration
into open technology ecosystems. Romania, Greece, Cyprus and Bulgaria
demonstrate the lowest EOTRIX values, which indicates structural barriers
to the implementation of open standards and digital innovations.

At the same time, some countries in this group, in particular Ireland
and Malta, have relatively higher EOTRIX values with moderate EDRIX,
which indicates the presence of technological potential without an approp-
riate level of digital resilience. Such a disparity increases the vulnerability of
digital systems to crisis phenomena.

In general, the analysis shows that high readiness for open technologies
does not always correlate with high digital resilience. In a number of countries,
a clear asymmetry between these indicators is observed. Thus, digital resilience
without technological openness can lead to innovation inertia, while openness
without resilience can lead to increased systemic risks.

Conclusions

In theoretical understanding, cybersecurity and digital resilience are in a
relationship of complementarity. Cybersecurity is a necessary functional
component of digital resilience, providing protection against cyberattacks and
unauthorized interference, while digital resilience covers a wider range of tasks,
including crisis management, incident recovery and strategic adaptation to new
threats. Both concepts are related to ensuring the reliable functioning of
information and communication systems, data and digital services.

At the same time, cyber incidents exert a decisive influence on the
development of digital resilience, as they expose existing vulnerabilities and
generate momentum for revising risk management approaches. In effect, the
evolution of cybersecurity occurs under the pressure of real-world threats.

Each large-scale cyber incident becomes a catalyst for updating
standards, tightening regulatory requirements, modernizing technical solu-
tions, and improving institutional response mechanisms. Thus, within the
digital environment, a distinct principle of adaptive evolution operates:
threats stimulate the advancement of protective instruments, while a system’s
capacity to withstand cyber incidents ultimately determines the level of its
digital resilience.

To analyse cybersecurity in the EU digital environment, the Cyber-
security Index and the Cyber-dependent Crimes Index were considered as
complementary analytical tools. High values of the cybersecurity index are not
always accompanied by low levels of cybercrime, especially in countries with a
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developed digital economy, which indicates the absence of a direct linear
relationship between these indicators. Instead, such a comparison made it
possible to identify structural features. Countries where a strong cybersecurity
system is combined with a high level of cybercrime require attention to the
implementation of preventive and analytical mechanisms, while countries with
low indicators of both indices have a risk of hidden vulnerability due to
insufficient digital integration and institutional framework.

The conducted analysis of The European Digital Resilience Index
(EDRIX) and The European Open Technology Readiness Index (EOTRIX)
indicates the presence of significant differences in the level of digital resilience
and technological readiness of EU countries. In general, there is a clear
differentiation of states by development levels, which allows for the identification
of groups of leaders, specialized contenders, and countries with unrealized
potential. Accordingly, 7 countries are included in the Leadership Tier group,
10 countries — Specialized Contender, 10 countries — Untapped Potential.

The examples of Greece, Malta and Cyprus demonstrate that a high
level of cybersecurity does not always transform into a high level of digital
resilience, which is due to the influence of institutional, technological and
systemic factors. At the same time, the examples of Germany, Finland,
Estonia, and Slovenia, which are characterized by high EDRIX and
Cybersecurity Index results, indicate that digital resilience is formed under
the influence of real cyber incidents in combination with institutional
capacity, technological readiness, and the ability to restore digital systems,
which allows us to confirm the hypothesis of the article.

Future research will involve the detailed modelling of sector-specific
digital resilience parameters for critical infrastructure aimed at analysing
industry-specific operational resilience indicators.
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