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INFRASTRUCTURE
RESILIENCE AMID
CRISES

Amid escalating global and regional crises —
such as wars, economic upheavals, climate disas-
ters, and pandemics — infrastructure resilience is
becoming increasingly vital for economic
stability, social security, and economic recovery.
The relevance of this research is determined by
the need to explain how different infrastructure
policy models affect a country’s ability to
withstand crises. Ukraine, amid a full-scale war,
faces severe challenges in the infrastructure
sector, while Portugal, despite political stability,
regularly deals with natural disasters, including
large-scale wildfires. The research is based on
the hypothesis that infrastructure resilience is
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IHOPACTPYKTYPHA
CTIMKICTb B YMOBAX
KPU30BUX ABULL

Ha muni 3acocmpenns enobanvhux i pecionans-
HUX KpU3 — MAaKkux 5K itiHU, eKOHOMIYHI NOMpsi-
CIHHS, KIIMAMUYHI Kamacmpogu ma nanoemii —
ingpacmpykmypra cmitikicms Habyeae éce Oinb-
w020 3HAUeHHs Ol eKOHOMIUHOI cmabitbHOCHi,
coyianvhol besneku U eKOHOMIYHO20 BIOHOG-
JAeHHs.  AKmyanvHicms  Yyb0o2o  OO0CHIONHCEHHS
3YMO6/IeHa HeOOXIOHICMIO NOACHUMU, AK Di3HI
MoOeni iHppacmpykmypHoi noaimuKy 6nausd-
10Mmb HA 30aMHICMb KPAiHU NPOMUCMOANYU KPU-
sam. Ykpainwa, nepebysarouu 8 yMo8ax NOGHO-
MAcwmaobHol GiliHU, CIMUKAEMbCA 13 CepUoHUMU
BUKTIUKAMU 8 THOPACMPYKIMYPHOMY CEKMOpi, Mook
sk Tlopmyeanis, nonpu noaimuyny cmabiib-
HICMb, DE2YIAPHO MAE CAPAgy 3i CMUXIUHUMU
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determined by the ability of critical infrastruc-
ture to function effectively, adapt, and recover
after emergencies through strengthening coordi-
nation among public, private, and international
institutions. To achieve the goal, a combination of
general scientific and special methods has been
applied. Methods of systematization and genera-
lization — to identify the key factors of infrastruc-
ture resilience in Portugal and Ukraine.
Comparative analysis — to assess the infrastruc-
ture environment of both countries. The tabular
method has been used to organize data regarding
the effectiveness of infrastructure functioning and
resilience policies. The infrastructure environ-
ment of Portugal and Ukraine was assessed
using the CMS Infrastructure Index data
for 2023. Portugal’s position reflects a mature
institutional system and stable public policy in
the field of infrastructure development. Ukraine,
despite significant difficulties, has the potential to
improve its position through international
support, structural reforms, and targeted
restoration of critical infrastructure. Despite the
different levels of infrastructure development,
both Portugal and Ukraine face common
challenges such as cyber threats, energy secu-
rity, water resource scarcity, and risks associated
with urban infrastructure operation. An integ-
rated approach is needed to overcome these
challenges, which includes coordination bet-
ween government structures, the private sector,
and international partners to enhance resilience
and effectively respond to modern threats.

Keywords: critical infrastructure, resilience,
institutional conditions, risks, crisis situation.

JEL Classification H54, .98, 018, Q54, R58, F52.

Introduction

JUXamMU, 30Kpema MACUmaOHuMu ico8uMU nodice-
orcamu. Jlocniodcentst IpyHmMyemvcsi Ha 2inomesi,
wo iHpPaAcmpyKmypra CMIuKicmy 8UHAYAEMbCSL
30amuicmio  KpumuyHoi iHgpacmpykmypu egex-
MUBHO  (DYHKYIOHY8amu, — a0anmyeamucs ma
GIOHOGIIOBAMUCS. NIC/IL HAO3BUHAUHUX CUMYAYill
3a80AKU 3MIYHEHHIO KOOPOUHAYIT MidiC Oeporcas-
HUMU, NPUBAIHUMU § MIDICHAPOOHUMU THCIMUIMYYISIMU.
s OocsieHenna memu 8UKOPUCMAHO KOMOIHA-
Yilo 3a2aTbHOHAYKOBUX | CHeYianbHUX Memoois.
Memoou cucmemamusayii ma y3aeanvHeHHs —
Ol BUAGNEHHs KIIOUOBUX (hakmopie IHgpa-
cmpykmypuoi  cmivuxocmi ¢ Ilopmyeanii i
Yrpaiui. Iopisuanvuuii aunaniz — 01 oyiHKU
inghpacmpykmypnozo cepedosuuya 060X Kpai.
Tabruunuii Memoo — 01 BNOPAOKYBAHHA OAHUX
wooo eghexmusHocmi yHKYioHy8aHHs THppa-
cmpykmypu ma noaimuxu cmitikocmi. Oyinka
ingpacmpykmypHoeo cepedosuwa Ilopmyeanii i
Yxpainu nposoounaca na ocuosi oanux CMS
Infrastructure Index 3a 2023 p. [lozuyis [lopmy-
eanii 8i0oopadxcae 3piny incmumyyiiuny cucmemy
ma cmabiibHy O0epicasHy Nommuky y ceepi
iHgpacmpykmyproeo po3sumky. Ykpaiua, Hessa-
Jcaroyu Ha 3HAUHT MPYOHOWi, Mae nomenyian oJisl
ni08UWeHHs CB0€ET NO3UYIT 3a60KU MIHCHAPOOHIL
niompumyi, cmpykmypHum pegopmam i yinbo-
80MY IOHOGIEHHIO KPUMUYHOI iH(Dpacmpykmypu.
Honpu pisnuti pieenv ingpacmpykmypHoeo po3-
eumky, ak Ilopmyeania, mak i Ykpaina cmuka-
H0MbCsL 31 CRUTbHUMU SUKTUKAMU KIOep3a2po3amu,
EHEep2eMUUHOI0  0e3NeKor, Oeiyumom B0OHUX
pecypcie [ pusuKkamu, nos siI3aHUMU 3 (DYHKYIO-
HYBaHHAM MicbKoi ingpacmpykmypu. s nodo-
JIGHHSL YUX GUKIUKIE HeOOXIOHuUl iHmesposaHull
nioxio, wo Micmums KOOPOUHAYIIO MIdiC 0epiHcas-
HUMU CIMPYKMYPAMY, NPUBAMHUM CEKMOPOM |
MIDICHAPOOHUMU NAPMHEPAMU 3005 NOCUTICHHS
cmitikocmi U e(heKmueHO20 peazy8anisi Ha CYyYacHi
3a2po3u.

Knwuoei crnosea: xputnyHa iHOpacTpyK-
Typa, CTIMKICTb, IHCTUTYIIHHI YMOBH, PH3UKH, KpH-
30Ba CHUTYaIisL.

In the context of an increasing number of global and regional crises —
including armed conflicts, economic shocks, climate disasters, and
pandemics — the issue of ensuring infrastructure resilience is becoming
particularly important. Modern infrastructure is a crucial factor not only
for the functioning of the economy but also for social stability, security,
and rapid post-crisis recovery. The experience of various countries in
strengthening infrastructure’s capacity to adapt and respond to challenges
makes it possible to develop effective approaches to building resilient systems.
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The relevance of this research is primarily driven by the need to understand
how different models of infrastructure policy management influence a country’s
ability to withstand crises. Ukraine, currently facing a full-scale war, is
encountering unprecedented challenges across its entire infrastructure system,
including energy, transport, and social sectors. At the same time, Portugal, despite
its political stability, has its own experience in dealing with natural disasters,
particularly regular large-scale wildfires. These not only cause significant
ecological damage but also destroy infrastructure assets such as roads, power
lines, housing, and communication systems. This requires the country to develop
effective mechanisms for prevention, response, and recovery.

A comparison of the two countries, with their different historical,
economic, and security contexts, enables a deeper understanding of the struc-
tural factors behind infrastructure resilience and helps identify the strengths
and weaknesses of management decisions. Furthermore, the research topic
aligns with the priority directions of modern European policy, particularly
the Green Deal, digital transformation, and strategic autonomy.

The issue of ensuring infrastructure resilience to external and internal
shocks has been widely discussed in academic circles. Theoretical research
and classification of existing approaches to understanding the infrastructure
resilience has been made by Liu et al. (2022). The conceptual framework to
assess the resilience of critical infrastructure by integrating existing best
practices in organizational governance, enabling cross-sector and cross-border
cooperation has been proposed by Cadete et al. (2017). Resilience curves in
infrastructure resilience have been assessed by Poulin and Kane (2021).
Methodology that assesses both technical and organizational resilience, using
statistical analysis for evaluating the resilience of critical infrastructure
elements has been proposed by Rehak et al. (2019).

Focus on improving the resilience of interconnected critical infrastruc-
tures in Europe, addressing systemic risks posed by natural hazards and
complex cyber-physical-human threats has been made by Giunta et al. (2025)
aiming to ensure the continuity of vital operations, reduce cascading disrup-
tions, and protect populations and the environment.

The resilience of Ukraine’s critical infrastructure examination in
the face of russia’s invasion, highlighting the impact on energy, transpor-
tation, and communication sectors, with insights on the role of legislation,
international aid, and domestic efforts in maintaining essential services
during conflict has been made by Aebi et al. (2024). The study of energy
security system of Ukraine and the policy to stimulate its development has
been made by Mazaraki and Melnyk (2024).

Research on the importance of human capital in ensuring national security,
that focuses on development of a multi-level national security and resilience
system for critical infrastructure has been made by Nikolaienko et al. (2024).

The financial aspects of infrastructure resilience have been explored
by Moghimi and Kashani (2025) who have proposed the framework for
financing resilience improvements by taxing sectors that benefit from reduced
losses due to improved infrastructure resilience.
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The connection between cybernetics and resilience has been explored
by Demmer et al. (2025) demonstrating how control theory can be used to
enhance infrastructure resilience.

The study of resilience-building dynamics in response to climate
variability has been made by Bizer et al. (2025). The findings suggest that
experiencing disruptions alone is not enough to drive transformative adap-
tation, and emphasize the importance of eliminating silos, fostering
networks, and reducing barriers to action to support climate resilience
in critical infrastructure.

The study of macroeconomic impacts of infrastructure investment
in Portugal from 1980 to 2019, underlining the importance in investing in
sectors such as airports, ports, health, highways, water and railroads was
made by Pereira and Rodrigues (2024).

The aim of the study is to characterize the factors and directions for
ensuring infrastructure resilience in the context of crises, using the cases of
Ukraine and Portugal.

The article’s hypothesis is that infrastructure resilience is determined
by the ability of critical infrastructure to function effectively, adapt, and
recover after emergencies through enhanced coordination among public,
private, and international institutions.

To achieve the aim of the research, a combination of general scientific
and specific methods was used: methods of systematization and genera-
lization were employed to identify the key determinants of infrastructure
resilience across various sectors, as well as the organizational and legal
frameworks governing resilience in Portugal and Ukraine. Comparative
analysis was used to assess the infrastructure environments of Portugal and
Ukraine. Tabular method was applied to organize and analyse data on the
infrastructure systems in both Portugal and Ukraine, including infrastructure
performance, historical disruptions, and existing resilience policies. This
method facilitated a clear comparison between the two countries.

The structure of the article is as follows: the determinants of
infrastructure resilience have been analysed in the first section; the
infrastructure environment of Portugal and Ukraine has been assessed in
the second section; the challenges and directions for ensuring infrastructure
resilience in Portugal and Ukraine have been identified in the third section.

1. Determinants of infrastructure resilience

Infrastructure represents a functional and territorial combination of
economic sectors that serve material production, the non-productive sphere,
and the population directly. Economically, infrastructure is an intersectoral
formation whose operation within the economy is aimed at meeting the
diverse service needs of various sectors and the population.

A well-developed infrastructure promotes proportionality, balance,
and efficiency in regional production, facilitates intersectoral linkages, and
supports the resolution of environmental and social issues. At the same time,
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it is a key factor in the development of industrial and social facilities, the state
of demographic potential, and the rationality of settlement systems. The main
task of infrastructure is to promote the further development of economic sectors,
the integration of industries, and the improvement of population welfare.

From a territorial perspective, infrastructure is divided into national,
regional, and local levels. National infrastructure in the framework of
national resilience includes sectors and services that support the functioning
of the economy as a whole such as unified transport systems, energy
networks, telecommunications etc. (Umantsiv & Shkuropadska, 2023).
Regional infrastructure includes facilities located within a specific territory
that provide services such as product transport and storage, information
transmission, mobility of people, and supply of material resources — such as
water, heat, gas, and electricity — to enterprises, organizations, and the local
population. Local infrastructure refers to services and facilities necessary for
the productive activities of enterprises and organizations that are too costly
for individual enterprises to develop independently and are thus provided by
the state (water and electricity supply, freight transport etc.

Considering the territorial aspect of infrastructure development,
infrastructure resilience can be understood as the ability of national, regional,
and local infrastructure elements to maintain essential operational and
developmental parameters under the influence of various factors at different
levels. In general, infrastructure resilience encompasses a system’s ability
to adapt, recover, and maintain functionality during and after crises.
As Liu et al. (2022) note: "A resilient infrastructure system is supposed to
minimize the probability of failure, possess redundant connectivity, shrink
the recovery time, and limit impact propagation, which corresponds to four
properties including robustness, redundancy, rapidity, and resourcefulness".

Infrastructure resilience is the result of the interaction of numerous
factors that determine a country’s ability to ensure the uninterrupted operation
of critical systems under extreme conditions, adapt quickly to change, and
recover from shocks. In the cases of Portugal and Ukraine, these determinants
differ significantly due to the specific geopolitical context, security situation,
economic models, and institutional development (Table 1).

Table 1
Determinants to ensure infrastructure resilience in Ukraine and Portugal
Determinants Ukraine Portugal
Security The main challenge to infrastruc- = The main security challenges are
environment ture resilience is the constant threat = natural disasters, primarily large-scale
of destruction of critical facilities = wildfires, which annually destroy signi-
due to military actions ficant infrastructure
Investment The country financially unstable | The country has a stable macroeco-
environment and depends on international aid, | nomic environment, access to EU funds,

but shows strong potential for deve- = and developed public-private partnership
loping partnership projects and is | mechanisms that ensure sustainable
committed to post-war reconstruc- | infrastructure investment

tion in line with European standards
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Determinants

Political stability
and institutional
capacity

The degree of
digitalization and
innovation

Private sector
involvement

Ukraine

Despite extraordinary conditions,
the country is implementing reforms,
building institutions, and forming
a new management architecture
for critical infrastructure

The country emphasizes digital
transformation, particularly in moni-
toring systems, online services, and
critical resource management

Institutional foundations are being
formed to engage business in
reconstruction projects, particularly
through PPP mechanisms and foreign
capital attraction

End of Table 1

Portugal

A high level of political stability and
effective governance supports long-
term infrastructure development planning

The country actively implements "smart"
solutions in transport, energy, and urban
infrastructure

Portugal has successful experience in
attracting private capital for the construc-
tion and management of highways,
hospitals, and energy facilities. The
private sector is actively investing in

renewable energy, especially solar
and wind power

Source: composed by the authors.

The security environment is a key characteristic of a state’s condition,
reflecting the level of threats, risks, and challenges to its national security.
Ukraine is facing one of the most severe security challenges in its history —
a full-scale armed aggression by russia. Accordingly, the main challenge to
infrastructure resilience is the constant threat of destruction of critical
facilities. This requires rapid response, the creation of backup capacities,
logistics diversification, and the implementation of dual-use solutions (civil-
military infrastructure).

Portugal, as an EU and NATO member state, enjoys a stable
geopolitical position, yet it faces growing climate-related challenges that
affect its internal security environment. Wildfires in the country pose
a serious ecological and socio-economic problem, regularly intensifying during
the summer months. Portugal is one of the European countries most affected
by forest fires. Hot, dry summers contribute to the ignition and spread of fires.
Eucalyptus and pine trees — highly flammable species — are widespread in
Portugal and accelerate the spread of fire, while frequent winds complicate
firefighting efforts. In September 2024, Portugal faced some of the largest
wildfires in recent decades (Copernicus report, 2024).

Despite climate-related challenges, Portugal has a stable and mature
investment environment supported by its participation in the EU and
Eurozone. As a result, the investment environments of Ukraine and Portugal
are at different stages of development. Portugal offers predictable conditions
for investors and actively encourages capital inflow, while Ukraine is
working to create new opportunities despite high risks. In the longer term,
Ukraine’s post-war reconstruction may become one of the largest investment
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projects of the 21st century, but this will require further strengthening of the
country’s institutional capacity and security guarantees for investors.

Overall, political stability and institutional capacity are key factors
that determine a state’s ability to function effectively, implement infrastruc-
ture policy, and ensure stable economic development. Portugal’s political
stability is rooted in its strong democratic traditions established after the
Carnation Revolution of 1974, which ended the dictatorship and launched
the country’s democratic transformation (UN News, 2024). Its institutional
capacity is supported by an effective judicial system, a stable civil service,
and EU membership, which drives continuous improvement in governance
standards. Notably, the Council of the EU adopted the Directive on the
Resilience of Critical Entities (effective as of January 16, 2023), which
provides a framework to support member states in ensuring that critical entities
can prevent, resist, absorb, and recover from disruptive incidents, including
those caused by natural disasters, terrorism, insider threats, sabotage, public
disorder, and public health emergencies.

In the case of Ukraine, the legal framework for critical infrastructure
and its protection includes the Constitution of Ukraine, the Law of Ukraine
"On Critical Infrastructure", the Cabinet of Ministers’ resolution "On the
Approval of the National Plan for the Protection, Security, and Resilience of
Critical Infrastructure", and relevant international treaties. Overall, Ukraine’s
National Critical Infrastructure Protection System largely depends on the
level of political stability in the country. Political stability ensures predictable
decision-making, coordination among government bodies, an effective
regulatory framework, and timely response to threats.

In Ukraine, political stability remains under constant pressure due to
external aggression and reform-related challenges. However, institutional
capacity has significantly improved since 2014 due to reforms in public
administration, anti-corruption policy, and the judiciary. Nevertheless, it
remains insufficient in many sectors.

Despite the ongoing war, Ukraine has demonstrated remarkable
achievements in digital development. Since the start of the full-scale invasion,
around 70 digital services have been launched, along with various tools under
the "Diia" platform, used by about 20 million Ukrainians. These tools
facilitate access to critical services, including (Diia Business, 2025):

« business registration and updating entrepreneur information;

« online vehicle re-registration;

« use of "resilience maps" showing shelters and resilience hubs;

« purchasing government bonds to support the economy;

« acquiring or upgrading digital skills, changing professions, and job
searching through "Diia. Education™ for those affected by the war;

« buying housing under preferential conditions for citizens who lost
homes due to military action.

10 ISSN 2786-7978; elSSN 2786-7986. SCIENTIA FRUCTUOSA. 2025. N2 5
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A notable digital initiative supporting Ukraine during the war is the
fundraising platform United24, created for centralized donations from
anywhere in the world. It unites charitable organizations, international
partners, donors, and public figures. United24 ensures transparency in fund
usage and allows resources to be rapidly directed toward the most urgent
needs — defense, humanitarian aid, healthcare, and the restoration of critical
infrastructure (RISE, 2025).

Digital technologies not only optimize governance but also serve as
a foundation for post-war recovery in Ukraine. Portugal, in turn, demonstrates a
sustainable model of integrating digital and green solutions in infrastructure
development. The country actively implements smart energy grids, expands
the network of electric vehicle charging stations, and modernizes ports using
digital technologies for cargo flow management. The "Portugal Digital"
program promotes the digitalization of small and medium-sized enterprises,
while investments in green hydrogen and renewable energy enhance energy
independence and environmental resilience (Portugal Digital, n. d.). Thus, Portugal
aligns digital transformation with climate goals, ensuring long-term benefits
for the economy and society.

Development of modern infrastructure is also impossible without
active private sector involvement. Public-private cooperation mobilizes
additional resources, enables the implementation of innovative solutions, and
increases the efficiency of large-scale project execution. Private investment
in infrastructure is particularly relevant for countries undergoing moderni-
zation or post-crisis recovery, like Ukraine, and for countries seeking to
enhance their global competitiveness, like Portugal.

2. Assessment of the infrastructure environment

The assessment of the infrastructure environment is the process
of analysing and determining the level of development and efficiency of
a country’s infrastructure based on various criteria. For example, the interna-
tional law firm CMS Cameron McKenna Nabarro Olswang calculates
the Infrastructure Index (the CMS Infrastructure Index — further on), which
evaluates the attractiveness of 50 countries for infrastructure investment.
The goal of the CMS Infrastructure Index is to help investors understand
the environment they may encounter in different jurisdictions and to identify
potential advantages and opportunities for the successful implementation of
investment projects.

The CMS Infrastructure Index is measured on a scale from 0 to 100,
where 100 represents the best possible performance and 0 the worst. The data
from 50 jurisdictions using nine key criteria have been analysed in the index
in 2023:

« economic status (21%);

« political stability (15%);

« private participation (13%);

« infrastructure environment (10%);
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« protectionism (10%);

« ease of doing business (10%);

« market size (9%);

« sustainability and innovation (6%);
« tax environment (6%).

A country’s overall score is calculated by summing the scores for each
indicator, weighted according to its importance. In this way, the index
presents a comprehensive picture of a country’s attractiveness for infrastruc-
ture investment.

The CMS Infrastructure Index covers various regions of the world
(Europe, Asia, North and South America, Africa). The countries at different
levels of economic development are included — from highly developed
economies (such as Germany and the United Kingdom) to developing
countries (such as India and Brazil). In 2023, the CMS Infrastructure Index
also includes countries that are actively developing national infrastructure
strategies, implementing large-scale projects, and attracting foreign
investment (Table 2). For example, Ukraine is mentioned in the report due to
the urgent need to rebuild its infrastructure following the war aftermath.

Table 2
The CMS Infrastructure Index in 2023
Score | Rank Country
1 Germany 77.0 26 Hungary 56.3
2 Netherlands 75.8 27 Chile 56.2
8 United States 74.5 28 Kuwait 54.6
4 United Kingdom 74.4 29 Saudi Arabia 53.4
5 Singapore 73.6 30 Bulgaria 53.0
6 Finland 72.2 31 India 51.2
7 Japan 72.0 32 Malaysia 50.8
8 Australia 71.8 33 Romania 50.7
9 Canada 715 34 | Philippines 50.6
10 France 71.4 35 Indonesia 50.4
11 Sweden 69.8 36 Thailand 49.4
12 Austria 68.4 37 Oman 49.4
13 Czech Republic 68.4 38 Peru 48.0
14 Norway 67.3 39 Colombia 47.8
15 Hong Kong 67.1 40 Mexico 47.7
16 South Korea 65.9 41 South Africa 43.8
17 Belgium 64.9 42 Morocco 43.2
18 UAE 64.7 43 Brazil 42.2
19 Slovakia 63.7 44 Uzbekistan 41.2
20 China 62.3 45 | Turkey 38.8
21 Portugal 62.1 46 Ukraine 38.0
22 Spain 62.1 47 Kenya 37.0
23 Italy 61.3 48 Egypt 33.2
24 Poland 58.0 49 | Angola 28.3
25 Qatar 56.4 50 Mozambique 28.0

Source: CMS LEGAL (2023, November 7).
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Leaders in Infrastructure Development scored over 70 points. The top
of the ranking is dominated by advanced economies with robust infrastruc-
ture: Germany, the Netherlands, the United States, the United Kingdom,
Singapore, Finland, Japan, Australia, Canada, and France. These countries
demonstrate balanced development across all infrastructure sectors, inclu-
ding transport, energy, IT, and finance. Their high scores indicate insti-
tutional maturity, a favourable regulatory environment, and well-developed
public-private partnerships.

Countries with Stable Medium Attractiveness received between
60 and 69 points. These are mostly European nations and highly developed
Asian economies: Sweden, Austria, the Czech Republic, Norway, Hong
Kong, South Korea, Belgium, the UAE, Slovakia, China, Portugal, Spain,
and Italy. These countries have a solid level of infrastructure development
but may face regulatory and environmental challenges.

Countries with Growing Potential scored between 50 and 59 points:
Poland, Qatar, Hungary, Chile, Kuwait, Saudi Arabia, Bulgaria, India,
Malaysia, Romania, the Philippines, and Indonesia. Most of these countries
are experiencing dynamic growth and have developed government programs
for infrastructure modernization; however, they may need to improve
administrative transparency and financial resilience.

Countries with Developing Infrastructure scored between 40 and
49 points: Indonesia, Thailand, Oman, Peru, Colombia, Mexico, South Africa,
Morocco, Brazil, and Uzbekistan. These countries are gradually improving
their infrastructure by attracting foreign capital, but they still need to address
legal security and institutional effectiveness.

Countries Facing Infrastructure Challenges scored below 40 points.
These are mostly nations with limited resources or socio-political instability:
Turkey, Ukraine, Kenya, Egypt, Angola, and Mozambique. Their low levels
of infrastructure development are due to political instability, lack of funding,
corruption risks, or the consequences of armed conflicts. In particular,
Ukraine shows a significant decline due to the full-scale war and requires
large-scale reconstruction with the support of international partners.

An analysis of the Infrastructure Index for Portugal and Ukraine by
structural components is presented in Table 3. Comparing Ukraine with
Portugal is appropriate, as both countries are located on the geopolitical
periphery of Europe — one on the western coast, the other on the eastern
frontier. Both play strategic roles as transport and logistics hubs and as
"gateways" to broader regions: Portugal to the Atlantic, and Ukraine to the
Black Sea basin. Both also have relatively limited domestic markets, which
encourages them to focus on exports, attract foreign investment, and develop
infrastructure aimed at international integration.
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Table 3
The CMS Infrastructure Index for Portugal and Ukraine in 2023
| Portugal
Infrastructure Index Score Rank Score Rank
Overall 62.1 21 38.0 46
Economic status 68.5 23 9.3 50
Sustainability & innovation 64.6 24 55.7 27
Tax environment 271.7 47 76.9 6
Ease of doing business 73.8 19 41.2 45
Infrastructure environment 64.3 23 45.0 38
Private participation 70.1 12 51.6 37
Political stability 73.5 15 31.5 47
Protectionism 79.4 2 75.3 10
Market size 3.8 44 5.5 36

Source: CMS LEGAL (2023, November 7).

The CMS Infrastructure Index overall score for Portugal is 62.1
(ranked 21st), while Ukraine scores only 38.0 (ranked 46th). This clearly
reflects Portugal’s significant advantage in terms of overall infrastructure
development. Portugal is characterized by a stable economy with a well-
established governance system, developed transport, energy, and digital infrastruc-
ture, and a favorable environment for attracting private investment. Ukraine, by
contrast, is undergoing deep socio-economic transformations in the context
of a full-scale war, which explains its lag across most critical indicators.

One of the most striking contrasts is in the Economic Status indicator,
where Portugal scored 68.5 points (23rd place), while Ukraine scored only
9.3 points (50th place). This gap is explained by differences in GDP per capita,
the stability of macroeconomic policy, and the extent of financial support from
the state and external partners. Ukraine’s economy has suffered a significant
blow due to industrial and agricultural losses, internal displacement, and the
destruction of logistics infrastructure caused by russian military aggression.

Nonetheless, Ukraine shows a competitive position in the area of
sustainability and innovation, scoring 55.7 points compared to Portugal’s 64.6.
Ukraine’s performance reflects the preservation of its scientific and techno-
logical potential, the activation of the digital sector, and progress in energy
efficiency and environmental initiatives. Even during wartime, the Ukrainian
government is implementing policies to support innovative businesses, the IT
sector, and digital services.

Ukraine received its highest score in the tax environment — 76.9 points
(6th place), significantly outperforming Portugal’s 27.7 points (47th place). This
reflects Ukraine’s investor-friendly conditions, including a simplified tax system
for small and medium-sized enterprises, numerous tax incentives for relocated
businesses, and deregulatory efforts. Portugal’s tax system, despite its overall
stability, remains complex for small businesses and foreign companies.

In the Ease of Doing Business category, Portugal ranks 19th with
73.8 points, while Ukraine ranks 45th with 41.2 points. A challenging
regulatory environment, frequent legislative changes, unpredictability in
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government decisions, and corruption risks affect confidence in Ukraine’s
business climate. However, in recent years, Ukraine has actively reformed
permitting procedures, digitized public services, and launched initiatives
such as Diia City.

In terms of the infrastructure environment — which includes accessi-
bility of logistics routes, energy capacity, and utility services — Portugal
scores 64.3 points, while Ukraine scores 45.0. A significant portion of
Ukraine’s infrastructure has been destroyed or damaged due to hostilities,
and many regions face urgent needs to modernize rail connections, energy
systems, and communication networks.

Private participation in infrastructure projects is supported in both
countries, but Portugal scores significantly higher — 70.1 points (12th place)
versus Ukraine’s 51.6 (37th place). Despite martial law, Ukraine has seen
a rise in public-private partnerships, particularly in the energy, construction,
and IT infrastructure sectors.

Political stability remains a critical factor, where Portugal (73.5 points,
15th place) clearly outperforms Ukraine (31.5 points, 47th place). Security
risks, external aggression, martial law, and a lack of predictability in domestic
politics undermine investor confidence in Ukraine’s long-term projects.

On a positive note, both countries received high scores in openness
to foreign trade. Portugal ranks 2nd with 79.4 points, while Ukraine ranks
10th with 75.3. Both are actively integrating into international economic
structures, opening their markets to investment and technology. For Ukraine,
this is especially crucial in the context of post-war recovery.

The market size indicator remains relatively low for both countries:
Portugal scores 3.8 and Ukraine 5.5. This is due to limited domestic demand.
However, Ukraine’s market has higher potential owing to its larger
population and strategic location at the crossroads of key transport corridors.

In conclusion, Portugal currently demonstrates a well-balanced
infrastructure policy characterized by high stability, effective private sector
engagement, and a favorable business environment. Ukraine, despite severe
challenges, retains potential for recovery and growth — especially in
innovation, tax flexibility, and openness. To improve its position in global
infrastructure rankings, Ukraine should focus on enhancing political stability,
safeguarding investor rights, modernizing logistics, and actively attracting
private capital to support post-war reconstruction.

3. Challenges and directions for ensuring infrastructure resilience

Infrastructure resilience is a key factor in ensuring national security and
sustainable development. Portugal, as a country with diverse geographical
and economic characteristics, faces a number of challenges in this area. The
main challenges include climate change, seismic risks, energy dependence,
cyber threats, aging transport and urban infrastructure, and water supply
issues (Table 4).
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Table 4
Challenges and directions for ensuring infrastructure resilience in Portugal

Challenges Directions for Enhancing Resilience

Cyber threats and attacks on critical Expanding cybersecurity within the NIS2 framework,

infrastructure strengthening cooperation with ENISA

Climate change (wildfires, droughts, | Investing in sustainable energy infrastructure, developing

sea level rise) water-saving technologies, wildfire prevention programs

Seismic risks and tsunamis Strengthening building standards, developing early
warning systems, improving evacuation plans

Energy security (dependence on Developing renewable energy sources (wind and solar),

energy imports) creating strategic energy reserves

Water supply and scarcity Optimizing water supply systems, constructing desali-
nation plants, improving water conservation infrastructure

Urban infrastructure risks (aging Building renovation programs, "smart™ urban planning,

buildings, increasing urbanization) | development of Smart Cities concepts

Source: composed by the authors.

With the digitalization of society, cyber threats are becoming a serious
issue. There was a historic surge in cyberattacks, intensifying threats to critical
infrastructures around the globe in 2024. Portugal, too, was shaken by one of
the EU’s most severe ransomware incidents when cybercriminals breached the
Agéncia para a Modernizagdo Administrativa (AMA). This attack disrupted
essential platforms like Autenticagdo.gov and Gov ID — services integral to
Portuguese citizens and businesses for authenticating on government systems.
Their temporary shutdown stalled the delivery of vital public digital services,
underscoring the critical role these platforms play. Cybersecurity risks are not
limited to ransomware alone; state-sponsored groups, often linked to countries
like China and russia, also pose severe threats to critical infrastructures
(Vasconcellos, 2024). The response to these challenges includes strengthening
cybersecurity measures under the NIS2 directive, as well as cooperation with
the European Union Agency for Cybersecurity (ENISA).

Portugal is increasingly affected by extreme weather events, including
wildfires, droughts, and sea level rise. To mitigate these risks, the country is
investing in sustainable energy infrastructure, developing water-saving techno-
logies, and implementing wildfire prevention programs. As part of its wildfire
response strategy, Portugal established the Integrated Fire Management Agency
(AGIF), which brings together representatives from nature conservation, the
police, the military, and private forestry companies to optimize wildfire preven-
tion and suppression efforts. Portugal’s efforts to reform its fire management
system have attracted interest from other regions facing similar challenges,
including California, South Africa, and Australia (Gill, 2022, July 15).

Portugal lies near the boundary between the Eurasian and African
tectonic plates, making the region prone to seismic activity. High-risk areas
include the Azores and Madeira islands, as well as the southern part of
mainland Portugal, including the Algarve region. Both municipal and
national authorities are working to improve infrastructure and early warning
systems to minimize potential future losses. Key safety measures include
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strengthening building standards, developing early warning systems, and
enhancing population evacuation plans (The Lisboner, n. d.).

Due to its significant dependence on energy imports, Portugal is
actively expanding its use of renewable energy sources, particularly solar and
wind power, and is creating strategic reserves of energy resources. Portugal
has achieved a historical milestone in the production of renewable energy,
since it supplied 89% of consumption in 2024, while it supplied 61% of
electricity consumption in 2023. Portugal’s sources of renewable energy for
the first quarter of 2024 were composed of 47% from hydroelectric power,
31% from wind power, 6% from photovoltaic power, and 5% from biomass.
It is to be noted that, in 2024, Portugal ranks 6th EU country using the highest
share of renewable energy according to Eurostat. Portugal’s success story in
the renewable energy sector is such that the country’s energy sector is no
longer the main source of CO2 emissions, since the main source of carbon
emissions is now the transport sector (AICEP Portugal Global, 2024, April 3).

It is worth noting that within the framework of REPowerEU, EU
countries are updating their recovery and resilience plans with new measures
for energy saving and diversification of the EU’s energy supply.
Accordingly, reforms and investments in the plan of Portugal, approved by
the Council on 13.07.2021, help it become more sustainable, resilient and
better prepared for the challenges and opportunities of the green transition
and digital transition (European Commission, n. d. a).

Water quality plays a crucial role in public health and environmental
sustainability. In recent years, water quality in Portugal has attracted increa-
sing attention due to environmental issues, aging infrastructure, and growing
concerns about climate change. According to recent reports, approximately
98.5% of the population has access to safe drinking water that meets the
standards established by EU regulations. However, there are still some dispa-
rities in water quality between urban and rural areas. While cities like Lisbon
and Porto have well-developed water supply systems, some rural regions still
face issues with access and water quality. This disparity highlights the need
for continuous improvement of infrastructure and water treatment processes
to ensure that all communities in Portugal benefit from the same level of
water safety and cleanliness (lon Exchange, n. d.). The main measures include
the construction of desalination plants, optimization of water conservation
systems, and the development of water supply infrastructure.

It is worth noting that the European Regional Development Fund (ERDF)
supports projects aimed at improving water efficiency, digitalizing water
infrastructure, and mitigating the effects of desertification in accordance with
the "Urban Waste Water Treatment Directive". This emphasis on water
resource management acknowledges that future challenges cannot be overcome
without effective water infrastructure.

Housing also remains a key issue for many EU citizens — 23% of
respondents in the latest Eurobarometer survey identified the lack of affordable
housing as an urgent problem (European Commission, 2025, April 2).
Aging housing stock and increasing urbanization rates create additional
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challenges in Portugal. To address them, building renovation programs, smart
urban planning, and the development of the Smart Cities concept are being
implemented (European Commission, 2022, December 9). Urban renewal
involves the reconstruction of areas within the city, often to address urban decay
or meet new economic and social needs. Numerous urban renewal projects have
been implemented in Portugal, aimed at revitalizing cities, improving
infrastructure, and enhancing the quality of life for residents (Talkpal, n. d.).

It is worth noting that international partnerships, public programs, and
innovative technologies play a significant role in the process of ensuring
Portugal’s infrastructure resilience. In particular, industrial innovations
depend on greater investment in critical technologies — such as those identi-
fied through the Strategic Technologies for Europe Platform (STEP): clean
technologies, biotechnologies, and deep-tech innovations (European Com-
mission, n. d. b). Considering the central role of large enterprises in the
development of innovation and technology transfer, the European Commis-
sion offers them cohesion policy support in critical sectors such as defense,
strategic technologies, and decarbonization. This support helps businesses
build local supply chains and technological clusters, equipping the EU with
infrastructure and technological capacity to face future challenges.

Overall, the European Commission actively responds to the new
challenges faced by EU Member States in the context of dynamic geopolitical
changes — particularly the war of russia against Ukraine, climate change, and the
energy crisis. The adaptability and flexibility of EU policy means that Ukraine, in
forming its own national infrastructure policy, should take into account modern
European approaches and new priorities. The challenges and directions for
ensuring Ukraine’s infrastructure resilience are presented in Table 5.

Table 5
Challenges and directions for ensuring Ukraine’s infrastructure resilience
Challenges ‘ Directions for Ensuring Resilience
Military threats and shelling of critical | Development of protected infrastructure, restoration of
infrastructure facilities based on resilience standards, diversification
of energy supply
Cyber threats and attacks on critical | Strengthening cybersecurity of critical infrastructure,
infrastructure expanding cooperation with NATO and the EU, imple-

mentation of NIS2 standards
Energy security (dependence on external = Decentralization of energy grids, development of RES,
suppliers, attacks on the energy system)  integration into ENTSO-E, strengthening protection of
energy facilities
Destruction of transport infrastructure | Restoration of transport routes, modernization of rail
(roads, bridges, railways due to war) | transport, development of alternative logistics routes
Water supply and water shortage Construction of backup water intakes, modernization of
water supply systems, implementation of water-saving
technologies
Financial risks and lack of funds for | Expansion of international aid, attraction of investment,
urban recovery creation of funds for the recovery of cities and critical
infrastructure

Source: composed by the authors.
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One of the greatest challenges for Ukraine is military threats and the
destruction of critical infrastructure. russian aggression has caused signi-
ficant damage to energy, transport, communication, and housing infrast-
ructure. Their restoration requires the usage of modern resilience standards,
the creation of backup electricity and water supply systems, as well as
diversification of energy supplies and logistics routes. Currently, more than
100 cities and communities in Ukraine are restoring municipal infrastructure
under two European Investment Bank (EIB) recovery programs after the
Ukrainian government allocated EUR 161 million to local budgets. These
funds open the path to recovery, including: 155 projects under the "Ukraine
Recovery Programme" and 66 projects under the "Emergency Credit Programme
for the Recovery of Ukraine”. The projects focus on restoring social
infrastructure: hospitals, educational institutions, social housing, water supply
and sewage systems in de-occupied and frontline territories, particularly in
Kyiv, Odesa, Sumy, Kharkiv, Mykolaiv, and Zaporizhzhia regions.

Since the beginning of the full-scale invasion, the EIB has provided
Ukraine with EUR 2 billion in support for the urgent repair of infrastructure
damaged by russian bombings (European Investment Bank, 2024, March 8).
Through the "EU for Ukraine™ initiative and the "EU for Ukraine Fund",
the EIB is committed to scaling up its activities in Ukraine in close
cooperation with the European Commission, the European Parliament, EU
Member States, and international partners.

Countering cyber threats is now considered one of the top security
priorities and a key factor in ensuring infrastructure resilience. Massive
cyberattacks on critical infrastructure networks, telecommunications, and
financial institutions since the start of russia’s invasion have heightened
awareness of these threats. However, the implementation of best practices
into national cybersecurity legislation and information protection remains
fragmented, which also hampers the development of an overall cybersecurity
culture in both the private and public sectors. To strengthen cyber resilience,
it is necessary to implement international security standards, deepen coope-
ration with NATO, the EU, and ENISA, and increase investment in cyber-
security technologies and personnel training.

Energy security remains another strategic aspect, as attacks on Ukraine’s
energy system threaten the stability of electricity and heat supply. During the
Ukraine Recovery Conference in London, Ukraine’s "Energy Strategy
to 2050" was presented. It envisions the restoration of the sector using
cutting-edge technologies, enhancing the resilience of the system, and streng-
thening energy security for both Ukraine and Europe. A key objective is to
transform Ukraine into a European energy hub, enabling full independence
from russian fossil fuels through the replacement with clean energy generated
in Ukraine. The strategy highlights the existing capacity for expansion:
solar power — up to 94 GW; specialized storage — up to 38 GW; nuclear
power — up to 30 GW; thermal power and bioenergy — up to 18 GW,
hydropower — up to 9 GW. Intotal, the strategy estimates investment
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opportunities for new generation facilities at USD 383 billion. Simul-
taneously, the "Economic Strategy of Ukraine until 2030" also identifies
decarbonization and the development of renewable energy as major priorities
in line with the European Green Deal and efforts to improve energy
efficiency (YC Market, 2024, February 2).

In the transport infrastructure sector, the war has caused destruction of
bridges, roads, and railways, complicating logistics and export. More than
26 000 kilometers of roads have been damaged or destroyed, amounting to
losses of USD 28.3 hillion. Railway losses total USD 4.3 billion, port infras-
tructure — USD 0.85 billion, and the aviation sector — USD 2 billion. Direct
losses of private vehicles are estimated at USD 2.2 billion — with 260 000 cars
destroyed or damaged (Hromadske, 2025). To restore critical transport routes,
it is necessary to construct new infrastructure considering security risks,
expand alternative routes, and increase the role of multimodal transportation.
The World Bank Board of Directors has approved a support package
"Building Resilient Infrastructure in a Vulnerable Environment in Ukraine
(DRIVE)" worth USD 432 million (Burych, 2025, March 31).

The war has also severely impacted critical water infrastructure.
Currently, about 8.5 million Ukrainians face limited access to quality water
(Ministry of Environmental Protection and Natural Resources of Ukraine, 2025,
March 25). This crisis not only endangers public health but also has serious
environmental consequences. Addressing it requires building backup water
intakes, introducing modern water purification and conservation systems,
and using water recycling technologies.

International cooperation, technological innovation, and effective
resource management remain to be the key priorities in ensuring infrastruc-
ture resilience. An implementation of these measures will determine the future
stability and development of Ukraine as a whole.

Conclusions

The study of infrastructure resilience in the context of crisis pheno-
mena, based on the examples of Ukraine and Portugal, has shown that
ensuring the continuous functioning of critical infrastructure depends on a
number of factors. Among them, the security environment, investment
attractiveness, political stability, and institutional capacity of state authorities
play a decisive role. Equally important are the levels of digitalization and
innovation in infrastructure development, as well as the active involvement
of the private sector in processes aimed at ensuring infrastructure resilience.

In the cases of Portugal and Ukraine, the influence of these factors
differs significantly: for Ukraine, the main challenge remains ensuring
infrastructure resilience in the context of military aggression, while Portugal
is primarily focused on strengthening its infrastructure in the context of
natural disasters.

The assessment of the infrastructure environment in Portugal and
Ukraine was conducted through analysis of the CMS Infrastructure Index.
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Portugal’s position in 2023 reflects a mature institutional system and
consistent public policy in the field of infrastructure development. High
scores in indicators such as political stability, private sector involvement,
ease of doing business, and openness to international trade show the
country’s ability to effectively manage long-term investment processes.
However, relatively low scores in the tax environment and the small size of
the domestic market highlight the need to further improve conditions for
small and medium-sized enterprises and to work more actively on attracting
foreign capital. It is important for Portugal not only to maintain its current
achievements but also to focus on digitalization, environmental sustainabi-
lity, and adapting infrastructure to new global challenges.

Ukraine belongs to the group of countries facing infrastructure
difficulties and scored 48 out of 100 possible points. Despite the challenging
situation, Ukraine has the potential to improve its position through international
support, reforms, and targeted rebuilding of critical infrastructure. The CMS
Infrastructure Index analysis also indicates that Ukraine scores relatively
high in certain indicators — particularly in the tax environment, openness to
investment, and sustainable development — creating a unique "window of
opportunity" for the structural transformation of the country. If an adequate
level of security, political predictability, and an effective recovery strategy
are ensured, Ukraine has every chance to become an attractive center for
international infrastructure projects in Eastern Europe. This would require
not only the restoration of what has been destroyed, but also an innovative
approach to the development of a new, resilient, and competitive infrastruc-
ture that meets modern European standards.

Despite the differences in infrastructure development levels, both
countries face common challenges, including cyber threats and cyberattacks
on critical infrastructure, energy security, water supply and water scarcity,
and risks related to urban infrastructure functioning. Therefore, ensuring
infrastructure resilience in both countries requires an integrated approach that
involves coordination between government institutions, the private sector,
and international organizations to respond effectively to contemporary
threats and strengthen the capacity of infrastructure systems. Thus, the
findings confirm the research hypothesis.

In the context of future scientific inquiry, studying the adaptability of
urban infrastructure to multi-crisis situations, characterized by the simulta-
neous impact of military, energy, and climate threats, will be of particular
relevance.
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