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COMPLIANCE MANAGEMENT 
ECOSYSTEM OF THE BANK 

 

In 2025, the global banking community, 

represented by 63 central banks and monetary 

organizations that are members of the Bank for 

International Settlements (BIS), can rightfully 

celebrate the 20th anniversary of the official basic 

document "Compliance and the compliance 

function in banks" (BCBS, 2005). It systematically 

formulates the principles of top management 

responsibility and the bankʼs audit department for 

compliance management; defines the foundations 

of independence and resource provision of the 

compliance function in the bank. The document 

provided a fundamental impetus for the develop-

ment and implementation of relevant compliance 

regulations in modern banking at the level of 

global organizations (such as FATF and others), 

central and commercial banks of many countries 

around the world. However, despite such a long 

period since the date of appearance of this 

document, in the opinion of the authors, there is 

currently not enough analytical research on the 

issue of compliance as an ecosystem of corporate 

governance in banks. That is why a systematic 

analysis of the challenges of corporate governance 

compliance in Ukrainian banks is an important and 
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ЕКОСИСТЕМА КОМПЛАЄНС  
МЕНЕДЖМЕНТУ БАНКУ  

  

У 2025 р. світове банківське середовище, 

представлене 63 центральними банками та 

монетарними організаціями – членами Банку 

міжнародних розрахунків (BIS), може по праву 

святкувати 20-річний ювілей народження 

офіційного базового документа "Compliance and 

the compliance function in banks" (BCBS, 2005).  

У ньому системно сформульовані принципи 

відповідальності органів вищого керівництва, 

підрозділу аудиту банку за комплаєнс-

менеджмент, визначені основи незалежності 

та ресурсного забезпечення комплаєнс-функції в 

банку. Документ надав фундаментальний пош-

товх для розвитку та імплементації відповідних 

регламентів комплаєнс у сучасному банкінгу на 

рівні глобальних світових організацій (на 

кшталт FATF тощо), центральних та комер-

ційних банків багатьох країн світу. Проте, 

попри такий довготривалий термін від дати 

появи цього документа, з огляду авторів, наразі 

недостатньо проведено аналітичних дослі-

джень з проблематики комплаєнс як екосис-

теми корпоративного управління в банках. Тож 

системний аналіз викликів корпоративного 

управління комплаєнс у банках України є 
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relevant topic for research. The aim of the research 

is to identify challenges for the corporate 

governance compliance ecosystem in Ukrainian 

banks and formulate directions for overcoming 

them in the context of global threats and war. The 

research is hypothesized that the formation of a 

compliance ecosystem in a bank contributes to a 

more systematic assessment of modern compliance 

risks, ensuring that the banking institution 

complies with regulatory and ethical requirements, 

developing and implementing ESG standards, and 

increasing adaptability to challenges. 

To test the formulated hypothesis and achieve 

the aim, methods of analysis, generalization, 

formalization and graphical representation of 

information were used. As a result of the research, 

the main elements of the corporate governance 

compliance ecosystem in banks were described and 

their three functional levels were highlighted; the 

features of corporate governance compliance in 

modern realities of Ukraine were identified; the 

trajectory of changes in compliance components 

under the influence of challenges, among which the 

key ones are political, technological, digital, 

cybersecurity, human factors and war (as a 

component of a political challenge), were 

indicated; directions for banks to overcome the 

specified challenges were proposed. 

Keywords:  corporate governance, ecosys-

tem, compliance, banks, management ethics, 

challenges. 

 

важливою та актуальною темою для дослі-

дження. Метою статті є визначення викликів 

для екосистеми корпоративного управління 

комплаєнс у банках України та визначення 

напрямів їх подолання в умовах глобальних 

загроз та війни. У ході дослідження висунуто 

гіпотезу, що формування екосистеми комп-

лаєнс у банках сприяє більш системній оцінці 

сучасних комплаєнс-ризиків, забезпеченню бан-

ківською установою відповідності регулятив-

ним та етичним вимогам, розробці й впро-

вадженню ESG стандартів, та підвищенню 

адаптивності до викликів.  

Для перевірки гіпотези та досягнення мети 

використано методи аналізу, узагальнення, 

формалізації та графічного представлення 

інформації. У ході дослідження розглянуто ос-

новні елементи екосистеми корпоративного 

управління комплаєнc у банках і виділено три їх 

функціональні рівні; визначено особливості 

корпоративного управління комплаєнс у сучас-

них умовах України; зазначено траєкторію змін 

складових комплаєнс під впливом викликів, серед 

яких ключовими є політичні, технологічні, 

цифрові, кібербезпеки, людський фактор і війна 

(як складова політичного виклику). Запропо-

новано напрями подолання банками зазначених 

викликів. 

 

Ключові слова :  корпоративне управ-

ління, екосистема, комплаєнс, банки, етика 

менеджменту, виклики. 

Jel Classification: G34, G38, M14, P41. 

Introduction 
Modern banking business has been rapidly transforming in recent 

years from the model of "universal banks or financial banking groups", which 
sold purely financial services, into complex financial ecosystems, which sell 
any goods/products/services from all areas of customersʼ lives. Such 
financial ecosystems are aimed at the most seamless combination of 
information, financial, logistical, security and other components of the 
transaction between the system-seller and the client, at the most convenient 
time and in the most convenient place. Such a transformation inevitably leads 
to new challenges of corporate government compliance in the banking sector. 

Since 2005, the global banking environment has had an official basic 
document "Compliance and the compliance function in banks" (BCBS, 2005), 
which defined the key principles for building compliance management. 
However, todayʼs challenges require a new interpretation of the requirements of 
this document. 

Ukraine is also making great efforts to legislatively regulate 

compliance management in the banking system in accordance with existing 

http://chrome-extension/efaidnbmnnnibpcajpcglclefindmkaj/http:/www.ed.ksue.edu.ua/ER/knt/JEL_Classification.pdf
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international standards and EU legislation, which is confirmed by the current 

NBU strategy (NBU Strategy, 2023, May 22). However, the war unleashed 

by the russian federation against Ukraine, which has lasted almost three 

years, leads to new serious challenges in corporate governance by 

compliance in banking institutions. 

Despite the fact that the term GRC (Governance, risk management and 

compliance) and the first studies of this concept were proposed back in 2007 

(Mitchell, 2007, November), as "an integrated set of capabilities that allow an 

organization to reliably achieve goals, resolve uncertainty, and act with integrity", 

in the context of the rapid AI implementation (artificial intelligence) 

achievements, banking business practice requires additional in-depth research 

into compliance management as an element of corporate governance. 

Karthick et al. (2023, September) conducted a systematic review of 

the current literature on GRC and a study of existing GRC practices. The 

study emphasizes that modern GRC platforms are no longer limited to simple 

compliance with legal requirements and are turning into a strategic function 

of risk assessment, ensuring business continuity, adhering to ethics and 

compliance, building information security and strategic planning. The main 

GAPs in modern research are formulated, namely: the GRC impact on the 

organizational effectiveness and resilience of the company; best practices for 

GRC implementation; GRC integration with AI, blockchain, cloud 

computing; the impact of culture and ethics on GRC practice; measuring the 

effectiveness of GRC implementation and operation. 

Beaumier and Reeseʼs study (2024) outlines some changes on the 

horizon: in the ever-expanding landscape of financial services regulation, there 

are signs that the standard for compliance is shifting from technical assessment 

to outcome-based assessment. Based on a systematic analysis of 15 key 

compliance priorities, the authors conclude that compliance managers play a key 

role in defining controls to meet local regulatory requirements for data 

management and models. One of the key roles of the Chief Compliance Officer 

(CCO) should be to use AI to develop a registry of regulations and a library of 

risk controls, with the subsequent maximum automation of the risk assessment 

processes themselves. The paper also highlights that generative AI has the 

potential to significantly increase the level of fraud and money laundering risks. 

An expert research (Regulatory Compliance in Banking, 2024, October 6) 

is noteworthy, which formulates seven best practices for effective compliance 

with regulatory requirements in the banking sector: establishing a clear 

compliance policy; implementing strong training programs for bank personnel; 

maximizing compliance automation; integrating compliance and risk assessment; 

implementing a risk-based approach; encouraging transparent cooperation 

between bank departments; using the latest technologies/digital platforms for 

compliance. 
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Close to the study aim  is Murphyʼs work (2023), in which the author 

formulated six challenges facing bank compliance officers: transitioning to 

the role of compliance consumer; obtaining and maintaining regular direct 

access to the board and management committees and teams; tracking 

regulatory changes; based on risk findings, convincing the board and senior 

management of the need to implement cultural changes in the bank; 

advocating for change when the bankʼs own CMS (Compliance management 

system) does not have systemic problems; expanding the support system for 

compliance officers. It is important to emphasize the conclusion of this study 

that managing and implementing an effective CMS is difficult, especially for 

compliance officers in small banks, which lack the resources compared to 

large institutions in the financial market. 

The key forecast challenges that American banks and financial 

services institutions will face in the next 5 years are formulated in the work 

of Armstrong & Picone (2024, February 5). These are climate change and 

ESG (Environmental, Social and Governance) Compliance; cybersecurity 

and data privacy; AI and the dominant influence of fintechs; operational 

resilience and business continuity; combating money laundering and 

financial crime. As a result, banks will need to develop and implement 

appropriate compliance strategies, namely: investments in the latest 

technologies; training and compliance culture; proactive risk management; 

effective interaction with regulatory authorities; organization of specialized 

audits and confirmation of AML (Anti-Money Laundering) compliance. 

Amblard-Ladurantieʼs research (2024, April 19) is devoted to the 

analysis and formulation of trends in corporate government compliance and 

risk management in banks. The paper concludes that ESG compliance is 

becoming a key driver of change in compliance management. Current and 

relevant trends in the development of GRC platforms in banks are: integrated 

GRC platforms; adoption and development of Agile Compliance 

Frameworks; optimization of GRC processes, strengthening business 

continuity and coordinated risk management. 

Domestic scientists are also working on research in this area, primarily 

on the essence and components of compliance. Thus, Azarenkova et al. (2023) 

in their work assessed the popularity of research on the concept of compliance 

in the works of scientists. These authors noted that among domestic scientists 

there is no single approach to understanding this concept. In addition, they 

identified periods when such research had the greatest growth (in relation to the 

banking sector, this was the period 2018–2019) and identified trends in 

scientistsʼ research on compliance. 

Sheludko (2023a; 2023b) in a series of his works focused on the legal 

status of the compliance service in Ukrainian banks, its rights, respon-

sibilities, key tasks, guarantees and resources. He identified the qualification 
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requirements for a candidate for the position and the main tasks of the chief 

compliance officer of the bank. He proved that a hybrid model of organizing 

a compliance service is established in Ukraine. In another article, he 

identified the sources of legal regulation of compliance in Ukrainian banks 

and the place of international treaties as sources of legal regulation of banking 

compliance (primarily the Acquis acts of the European Union). 

In the research of Grudzevuch et al. (2024) the essence of the concept 

of compliance and approaches to its organization in banks are defined. The 

functions of the so-called lines of defense in creating compliance and  

the benefits of its implementation for banking institutions are determined. 

Compliance policies are analyzed in accordance with the recommendations 

of the Basel Committee on Banking Supervision "Compliance and the 

Compliance Function in Banks".  

Ozarko et al. (2024) focused on the role of compliance control, 

primarily in reducing bank risks. As well as the main functions, tools and 

principles of its implementation, taking into account the establishment of 

interaction with other divisions of the bank. In addition, they identified the 

stages of the evolution of compliance control. The purpose, tasks, functions 

and principles of compliance control were also investigated in Huraʼs work 

(2023). However, significant attention in the research is paid to determine 

approaches to interpreting the concept of compliance. 

The main requirements for implementing compliance in banks, taking 

into account the requirements of the above-mentioned document of the Basel 

Committee and the specifics of Ukrainian practice, are disclosed in the 

publication of Omelchuk and Shvets (2017). In addition, the authors 

identified the features by which an effective compliance system in banking 

institutions can be determined, as well as the key prerequisites for its 

formation in Ukrainian banks. Thus, Mulykʼs study (2023), in addition to 

revealing general approaches to organize compliance in banks, also pays 

attention to the impact of technological innovations and artificial intelligence 

on the organization of compliance in banks. 

Safronenkoʼs publication (2022, August 2) is noteworthy on the role 

of compliance during the war in Ukraine. In it, she noted the main areas of 

compliance during the war, primarily regarding the identification and 

management of operational risk and corporate fraud, emphasized the 

increased burden on the compliance function, in particular regarding the 

rescreening of companies and their counterparties regarding sanctions lists 

and connections with the russian federation; noted the change in focus in anti-

corruption compliance. 

One of the issues of the compliance system in a bank is ensuring 

counteraction to the emergence of corruption risk. In this context, it is worth 

paying attention to the work of Bezverkhyi et al. (2024), in which the authors 

defined the purpose and objectives of anti-corruption audit, substantiated the 

conceptual foundations of its implementation in the context of modern 
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challenges. Regarding anti-corruption compliance (without reference to the 

banking sector), it is worth noting the study by Nezhyva et al. (2024, August), 

which noted the need to prioritize anti-corruption measures, especially given the 

challenges of the globalized world. In addition, the authors proposed their own 

list of KPIs for assessing the effectiveness of an anti-corruption program, which 

can be applied in the banking sector with certain adjustments. 

The issues of using the compliance system in the context of the global 

integration of the Ukrainian banking system into international markets, and 

above all, regarding compliance with the principles of the Basel Committee 

on Banking Supervision, are set out in the monograph edited by Vnukova 

and Hlibko (2020). In addition, the authors devoted considerable attention to 

the disclosure of compliance risks and their consequences, identified external 

factors that affect banks and require attention from the compliance service, 

namely: political, economic, social, financial, legal, etc. 

As we can see, the subject of compliance is quite relevant for 

researchers, but most often their attention is focused on organizational and 

regulatory issues, rather than on assessing challenges. 

The research aim is to identify challenges for the corporate governance 

compliance ecosystem in Ukrainian banks and formulate directions for over-

coming them in the context of global threats and war. 

The research is hypothesized that the formation of a compliance 

ecosystem in a bank contributes to a more systematic assessment of modern 

compliance risks, ensuring that the banking institution complies with 

regulatory and ethical requirements, developing and implementing ESG 

standards, and increasing adaptability to challenges. 

To substantiate the hypothesis put forward, the levels and elements of 

the corporate governance by compliance ecosystem were determined; the 

interrelationships and responsibilities of bank divisions for individual 

compliance functions were described with the allocation of specific zones; 

the features of corporate compliance management in modern conditions of 

Ukraine were highlighted. It was additionally noted that all components of 

compliance office functionality are currently undergoing significant changes 

under the influence of challenges, to overcome which it is advisable to take 

into account the developed proposals in practice. 

This research is based on the use of documents from international 

institutions, in particular, the Basel Committee on Banking Supervision 

(BCBS, 2005), as well as the National Bank of Ukraine (NBU) and official 

websites and reports of banks, scientific publications of foreign and 

Ukrainian specialists, various methods of scientific research, in particular 

theoretical generalization – in the formation and description of the ecosystem 

of corporate governance by compliance in modern banks; formalization – to 

express and describe individual elements of the ecosystem of corporate 

governance by compliance and the challenges that arise during the war in 

Ukraine; induction and deduction – in the formulation of conclusions. 
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The main part of the research consists of three interrelated sections. 

The first examines the composition and essence of the corporate governance 

compliance ecosystem in modern banks. The second examines and 

systematizes the key challenges that arise in the corporate governance 

compliance of Ukrainian banks. The third examines the features of the 

corporate governance compliance ecosystem in the Ukrainian banking 

environment during the war. In the Conclusions section, the authors 

formulate a list of key recommendations regarding the areas of overcoming 

challenges in corporate governance compliance in Ukrainian banks. 

 

1. Composition and essence of the corporate governance compliance 

ecosystem in modern banks 

 

The concept of compliance comes from the English "compliance", 

which means "conformity", therefore, in general, it determines the 

compliance of a process or activity with certain established norms. 

Analyzing Foxʼs (2022, February 14) approaches to studying 

innovations and the effectiveness of the compliance ecosystem (primarily 

from the point of view of the organizationʼs CCO), as well as using James 

Mooreʼs well-known concept of "business ecosystem", we can characterize 

a compliance ecosystem, as a multi-level system of processes, technologies, 

databases, and various stakeholders that actively interact with each other, are 

constantly modified and adapted under the influence of external/internal 

challenges in order to maximally guarantee the organizationʼs compliance 

with relevant regulations, standards, ethical principles, and effectively 

manage compliance risks. 

Global financial institutions are setting the tone for the development 

and implementation of compliance management platforms in the modern 

banking environment. For example, the WBG (World Bank Group) Integrity 

Compliance Office (Miller, 2024, March) published information on Integrity 

Compliance Programs to Advance Integrity Principles and Deter Miscon-

duct. The WBG Integrity Compliance Guidelines and Integrity Compliance 

Program have four key objectives: Prevent, Detect, Investigate, Remediate, 

which are aimed at constant adaptation and evolution. Therefore, these 4 key 

objectives are actually aimed at overcoming any challenges that arise in the 

functioning of banking institutions. 

Analyzing existing public scientific research, reports of global 

banking and financial institutions, and Internet sources that present the 

opinions of market experts on the topic of development, implementation, and 

compliance management, the authors came to the conclusion that it is 

advisable to describe the corporate governance compliance ecosystem in a 

bank as a basic element of the development of the GRC platform in modern 

business conditions. It is proposed to include three main levels in such an 

ecosystem (Figure 1). 
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Figure 1. Compliance governance ecosystem in Ukrainian banks 

Abbreviations: CO – compliance office; SB – supervisory board; MB – management board; 

CMS – compliance management system; 1 line – 1st line of bank defense (NBU regulation); 

FM&CC – financial monitoring & currency control unit; RO – risk office; AO – audit 

office; FATF – Financial Action Task Force; AML – Anti-money laundering regulation; 

NBU – National bank of Ukraine; MC – master card  

Source: authorʼs interpretation. 

 

Level 1 is about elements of the ecosystem of a specific com-

mercial/public bank. The core of compliance management is the Compliance 

Office (CO) headed by the CCO (Chief Compliance Officer). From the point 

of view of the existing regulatory nature of the responsibility/functional 

purpose of the CO, as well as the rules of corporate governance in banks, the 

CO at the 1st level of the ecosystem actively interacts with: the bankʼs 

supervisory board (direct subordination of the CO to the SB); management 

board; risk office; the so-called 1st line of defense of the bank; financial 

monitoring and currency control unit; audit office. At the same time, the CO 

actively develops, implements and practically uses the compliance 

management system (CMS). 

Level 2 consists ecosystem elements that are located and operate in the 

legal space of a specific state (in our study itʼs Ukraine). The key elements 

of the level are bank clients and their counterparties, market participant banks 

and payment operators, the NBU and other regulatory structures, the 

environment with databases. CO through CMS builds channels for exchange, 

accumulation, and constant analysis of information when interacting with 

elements of the 2nd level of the ecosystem. 
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Level 3 describes ecosystem elements that are located and operate in 
the legal environment of the international/global level or the legal field of 
other foreign states. These are, first of all, international banks, global 
payment operators, global financial and banking supervision organizations 
and are focused on combating money laundering/combating the financing of 
terrorism. A modern CMS in a bank should also provide for CO effective 
interaction with the elements of the 3rd level ecosystem in order to ensure 
the performance of compliance management functions. 

In Figure 1 the authors structured and identified five types of modern 
challenges that significantly affect dynamic changes in the ecosystem as a 
whole. Challenges generate changes both within individual ecosystem elements 
and in the information exchange system between ecosystem elements and the 
CO. The real impact of each of the challenges on ecosystem elements and on 
the quality of compliance management/compliance risk assessment for the bank, 
in the authorsʼ opinion, requires separate specialized studies. 

In order to gain a deeper understanding of the areas of functional 
responsibility of the CO in a modern bank, the authors, based on an analysis 
of existing research (European Investment Bank, 2024) and sources of 
information, systematized and identified 7 such key areas (Figure 2). 

It should be emphasized that 
for modern Ukrainian banks, all 
components of compliance office 
functionality are undergoing signifi-
cant changes, tangible dynamics of 
development and their new practical 
content under the influence of the 
following challenges, such as: poli-
tical, technological, digital, cyber-
security and human factors. Accor-
dingly, these tasks of transforming 
the functional responsibility areas of 
the banksʼ compliance offices are of 
primary importance and must find 
their practical implementation in the 
development of modern CMS. 

The authors have concluded 
that it is now on the SB and CO of 

Ukrainian banks, in accordance with the current rules of corporate 
governance, that the maximum responsibility for the high-quality deve-
lopment and effective implementation of the functional areas "ESG 
compliance management" and "Corporate ethics" is placed. This is due to the 
fact that these functional areas are relatively new to the Ukrainian banking 
environment (Liga Zakon, 2024, September 26), and without their intensive 
implementation it is impossible to effectively build future business 
relationships with global donors in the post-war period with the aim of 
quickly restoring Ukraine. 

Figure 2. Key functionality of a 

modern bankʼs compliance office 

Source: authorʼs interpretation based on 

public sources of information (EIB, n. d.) 
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2. Key challenges that arise in corporate governance by compliance 

of banks in Ukraine 
 

In todayʼs complex conditions of compliance management formation 

in Ukrainian banks, the authors consider it necessary to present their own 

opinion on the essence of the key challenges that arise before the CO team 

(Table 1) and other units of the bankʼs ecosystem. 
Table 1 

Identification of problems in compliance management of Ukrainian banks  

under the influence of global challenges 

Key challenges Issues identification 
Key involved 

units 

Political Banking continuity in wartime. 

Transaction security (AML/CFT, sanctions). 

ESG design, implementation and development 

CO, SB, MB, RO 

Human factor Lack of professional compliance qualifications 

among bank managers. 

Long-term staff shortages due to the war in Ukraine 

CO, SB, MB, HR 

AI/Digital Outdated IT architecture of banks. 

Lack of automated CMS platforms. 

Lack of regulation of the use of AI 

CO, SB, MB, IT, 

LO 

Technological Outdated technological capabilities of online 

services. 

Limited inclusiveness of financial services (e.g., lack 

of ATMs for the visually impaired, etc.) 

IT, CO, SB, MB 

Cybersecurity Protection of sales channels/information exchange. 

Database protection. 

Full identification and organization of effective 

countermeasures against fraud (internal/external) 

IT, CO, SB, MB, 

SO 

Abbreviations: CFT – Combating the Financing of Terrorism; CO – Compliance Office; 

HR – Human Resources; IT – Information Technologies; LO – Legal Office; MB – 

Management Board; RO – Risk Office; SB – Supervisory Board; SO – Security Office  

Source: authorʼs interpretation based on public sources and analyses.  

Identification of current problems in compliance management of 

Ukrainian banks allows us to outline the directions of their further in-depth 

research. From a practical point of view, key units of the bank ecosystem 

should plan their activities and effective interaction, if necessary, provide for 

appropriate expenses in the budget for 2025–2027 to address these problems. 

Using the analysis results presented in Table 1, the authors propose 

the following directions for banks to overcome the above-mentioned 

challenges of the compliance ecosystem: 
Political: strengthening the energy, communication stability and 

seamlessness of banks and banking processes/operations during the war. 
Development of a 3–5-year strategy for the post-war business model, taking 
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into account the increased role of the compliance ecosystem and the 
implementation of ESG standards. 

Human factor: implementation of continuous training programs for 
bank staff and organization of targeted university training of students in 
accordance with modern requirements for compliance ecosystems. 
Development of systems of material incentives, retention, and replacement 
of personnel for the bankʼs CO. 

AI/Digital: strategizing the development/transformation of the bankʼs 
IT architecture for 3–5 years, taking into account modern requirements for 
compliance management and AI capabilities. Development of internal 
banking regulations on the use of AI. 

Technological: maximum use of a secure cloud environment for 
organizing storage, data processing, and execution of customer transactions. 
Early budgeting of costs for means of ensuring the inclusiveness of financial 
services 

Cybersecurity: unconditional compliance by banks with the require-
ments of The Regulations on the Organization of Measures to Ensure 
Information Security in the Banking System of Ukraine (NBU, 2017 Sep-
tember 28). Technological and hardware upgrade of banking channels for 
selling services/data exchange. Review, improvement, automation (using AI 
achievements) of processes for combating internal and external fraud. 

 
3. Features of the corporate governance compliance ecosystem  

in the banking environment of Ukraine during the war 
 

The ecosystem of corporate governance compliance in Ukrainian 
banks (Figure 1) under the influence of external and internal challenges 
requires constant control and adaptive rapid response from the CO. And the 
war unleashed by russia against Ukraine is one of the most fundamental 
"political challenges" that has caused changes in compliance management. 

Customer service is a key type of business for banks, and it is here that 
many unresolved issues arise for banking COs. Analysis of modern practices 
of the corporate governance compliance system (one of the authors of the 
article is the independent chairman of the supervisory board of JS 
"ALTBANK"), the results of expert discussions during specialized confe-
rences on compliance management (Extra Consulting, 2024, October 8; 
NCTBPU, 2024, December; Liga Zakon, 2024, September 26) made it 
possible to formulate the following features/GAPs of compliance manage-
ment in the banking environment of Ukraine during the war when providing 
services to clients: 

 The relevance and correctness of the use by banks of the database 

"State Register of Sanctions" (n. d.) regarding the complete coincidence of 

the surname, first name and patronymic of sanctioned persons who may act 

as clients of the banking system. The sources of information in the sanctions 

register are permanent decisions of the National Security and Defense 

Council of Ukraine (NSDC), as well as adopted decisions of the courts of 
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Ukraine on the application of sanctions. As a result, the sanctions register 

itself is a dynamic and changing information and communication system. 

Technical information errors periodically occur in it, which complicates the 

procedure for banks to quickly and as correctly as possible determine whether 

a client belongs to the list of sanctioned persons.  

 Requirement for banks to correctly and quickly verify clients as PEP 

(politically exposed person). The NBU recommends that financial market 

participants identify PEP through public databases, namely: the NACP 

register (National Agency on Corruption Prevention), the free register 

https://pep.org.ua/, various commercial resources and international comer-

cial databases, such as World Check. At the same time, the NBU does not 

maintain its own PEP database, due to the fact that the creation of a single 

state PEP register does not meet FATF international standards. As a result, 

banks must use information from many sources when studying the clientʼs 

personal data and his belonging to the PEP category, which requires a large 

amount of time and human resources. Such a check still does not guarantee 

100 percent correctness of verification of the clientʼs belonging to the PEP in 

comparison with the corresponding NBU verification. 

 The need for banking control units to develop and apply procedures 

for identifying persons (clients/counterparties of bank clients) associated 

with the russian federation and the republic of belarus who use cash 

originating from the above-mentioned countries in their business activities. 

The criteria for verifying such money are not only their belonging exclusively 

to the national currencies "russian and belarusian rubles", but also belonging 

to the currencies of the 1st or 2nd international currency classifiers, which 

certainly complicates this kind of necessary verification. 

 The need for further legislative improvement and regulation of the 

procedure for banks to identify clients who are connected to the russian 

federation and the republic of belarus due to ownership of various shares of 

companies in these countries (inaccessibility to many foreign stock registers 

of these countries; operational impossibility of sale/any legal method of 

alienation by residents of Ukraine of shares of companies of aggressor 

countries during the war). 

 Lack of regulation at the legislative level of procedures for official 

exchange of customer data between various participants in the financial 

market of Ukraine. As a result, each financial and banking institution in 

Ukraine is trying to form its own database, which a priori will be limited to 

more reliable data only about the bankʼs own customers, but not about their 

counterparties served by other banks. 

 The emergence of a new, rather large segment of private sector legal 

entities that use state funds in their business activities to fulfill certain defense 

orders during wartime, which involves imposing certain "secret labels" on 

both bank clients and their counterparties. Such a security/secrecy regime 

makes it practically impossible to implement any verification procedures if 
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the bank itself does not have departments/technical facilities/relevant state 

permits to process this type of information. 

Under the influence of the war, migrations and relocations of busi-

nesses from combat zones or occupied territories of Ukraine have occurred 

and continue to occur continuously, not only to the central and western 

regions of Ukraine, but also abroad, for example, to Poland, Romania, 

Moldova, the Baltic countries, etc. This process of transformation of business 

companies creates new chains of production, transportation, sale of goods 

and services. Accordingly, the procedure for verifying all new chains of 

business, which banks must follow when verifying clients/counterparties/ 

beneficiaries, is significantly complicated. 

 

Conclusions 

The research results have been proved the hypothesis that the 

formation of a compliance ecosystem in a bank contributes to a more 

systematic assessment of modern compliance risks, ensuring that the banking 

institution complies with regulatory and ethical requirements, developing and 

implementing ESG standards, and increasing adaptability to challenges. And 

since the main goal of compliance is to ensure it with laws and regulations, 

prevent violations, minimize and preserve the bankʼs reputation, the bankʼs 

ability to withstand any challenges actually indicates an improvement in the 

quality of corporate governance. 

Such challenges include, first of all, global ones, related to digital 

transformation; changing worldviews and regarding ethical norms and ESG, 

as well as the instability of the political situation; the impact of corruption 

risks; crisis phenomena in the economy and constant regulatory changes in 

the banking sector. However, the most important challenge at the moment is 

the war in Ukraine. And during the war, the Ukrainian government imposed 

additional restrictions that apply to both banks and their clients (primarily 

regarding the regulation of labor relations, cooperation with foreign 

companies and the identification of sanctioned persons, strengthening 

financial monitoring requirements, restrictions on the operation of the 

Ukrainian foreign exchange market, etc.). 

According to the research results, three main groups of features/GAPs 

of compliance management in the banking environment of Ukraine during 

the war in the course of providing services to clients can be distinguished. 

These GAPs are related to: 

 the quality of database formation, banksʼ accessibility to them and the 

level of automation of processing relevant information; 

 the imperfection of the legislative framework at the state level and 

interstate relations on the exchange of client data; 

 the imperfection of banksʼ internal regulatory procedures for detecting 

and preventing prohibited client transactions related to russia and the republic 

of Belarus. 
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All of the above-mentioned areas of CO responsibility require a 

substantive practical analysis by the bankʼs management, initiation of the 

development of its own IT solutions involving the AI achievements and 

formulation of initiatives addressed to the NBU to change the current 

regulations, regarding methodological improvement and increasing the 

transparency of client data exchange, both at the state level of Ukraine and at 

the international level (primarily with the border states of the EU, where there 

was a mass migration of Ukrainian private business under the influence of 

the war). 

Preventive measures are aimed at improving the culture of corporate 

governance, which includes compliance management. They should ensure 

the stability of the bankʼs activities in the current unstable environment and 

eliminate negative factors. Key recommendations for overcoming challenges 

in corporate governance and compliance in Ukrainian banks are: 

 In the face of modern challenges, the bankʼs SB is becoming a driving 

force for building ethical banking and zero tolerance for violations and 

increasing compliance risks. 

 The bankʼs CO team, with the SB participation and support, should 

take on the leader role of compliance management transformation in the 

bankʼs ecosystem in the next two to three years. 

 SB, MB, CO of banks, when strategically planning their activities, 

must review and approve budget expenditures to overcome the challenges of 

"AI/Digital", "Technological", "Cybersecurity". 

 SB, MB, CO banks need to urgently begin planning their own 

resources for the ESG development and implementation, as a prerequisite for 

effectively attracting global investors and donors to the Ukrainian economy 

in the post-war period. 

 SB, MB, CO of banks, in conditions of a total shortage of personnel 

and an insufficient level of their professionalism in compliance management, 

either directly or through professional associations of banks, should establish 

cooperation with the NBU and specialized universities of Ukraine to develop 

modern student training programs, training/retraining of bank managers on   

"Modern Compliance Management" subject. 

In conclusion, the authors highlight the following relevant areas for 

further research on the subject covered in the article: first, the transformation 

of the SB role for the development of a modern system of government 

compliance management in Ukrainian banks during the war and the post-war 

period of state reconstruction; second, the formation of principles for the 

construction and implementation of a modern CMS for Ukrainian banks with 

the involvement of AI capabilities and ensuring the relevant cybersecurity 

requirements. 
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