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INSTITUTIONAL FRAMEWORK
FOR THE RESILIENCE
OF CRITICAL INFRASTRUCTURE
OF EU, NATO COUNTRIES
AND UKRAINE

The necessity of protecting critical infra-
structure is an extremely important task for the
normal functioning of the national states, especially
taking into account modern threats related to
military actions, natural disasters, cyberattacks,
pandemics, etc. The aim of the research is to
substantiate and characterize the organizational
and legal conditions for ensuring the resilience of
critical infrastructure, using the example of the EU,
NATO countries and Ukraine. The article’s hypo-
thesis is that the resilience of critical infrastructure
depends on the level of institutional support, which
is capable of adapting to the conditions of modern
threats and risks, particularly during wartime, and
involves comprehensive interaction between state
institutions, the private and international orga-
nizations. To achieve the aim of the research, a
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IHCTUTYIIVHE
BABEBNEYEHHS
CTIMKOCTI KPUTHUYHOI
IH®PACTPYKTYPU €EC,
HATO TA YKPAIHUK

3axucm  kpumuunoi  ingppacmpykmypu €
HAO36UYALIHO BANCTIUBUM 3AB0AHHAM 0N 3a0e3-
neuenHss cmadiibHO20 DYHKYIOHYB8AHHA Oepicasi,
0COONUBO 8 YMOBAX CYUACHUX 3a2PO03, NOB8 SI3AHUX 3
BILICLKOGUMU  KOHDIIKMAMU, NPUPOOHUMU Kama-
cmpogamu, Kibepamaxamu, NAHOEMIIMU MOWO.
Memoro OocniOscenHs € 0OIPYHMYBAHHS Op2aHi-
3aYilIHO-NPABOBUX YMO8 3aDe3neyeHHst CIMIKOChi
KpumuuHoi iHgpacmpykmypu Ha npuxiadi Kpaik
€C, HATO ma Ykpainu. Y x00i Oocniodcenms
nepesipeno 2inomesy, wo CMIUKICMb KpUMu4Hoi
IHgpacmpykmypu  3anedxcumv 6i0 pIGHs IHCMU-
MyYitiHo2o 3abe3nedentss, sKe 30amHe aoanmy-
8amucsi 00 yM08 CYUACHUX 3a2po3 I PU3UKIB, 30Kpe-
Ma Y BOEHHUIL 4AC, 1 BKIIOUAE KOMNIEKCHY 83AEMO-
0it0 MidiC OepIHCABHUMU THCIUMYMAMU, NPUBAm-
HUM CEKMOPOM Ma MINCHAPOOHUMU OP2AHI3aAYIIMU.
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complex of general scientific and special methods
was used, including methods of systematization and
generalization, tabular methods, as well as analysis
and synthesis.

The main regulatory legal acts ensuring the
resilience of critical infrastructure in the EU have
been identified and analyzed, highlighting the
importance of coordinated efforts among EU
member states to enhance the resilience and
protection of critical infrastructure, especially in
response to cross-border threats. NATO approach
to ensuring the resilience of critical infrastructure
has been analyzed that focuses primarily on crisis
preparedness and ensuring the continuity of
governance and essential functions even in the event
of military aggression or hybrid threats. The
regulatory legal acts on ensuring the resilience of
critical infrastructure in Ukraine have also been
examined, and the main tasks of the authorities
responsible for ensuring the resilience of critical
infrastructure identified. The levels and manage-
ment bodies of Ukraine’s national system for
protecting critical infrastructure have been defined.

The main determinants of the resilience of critical
infrastructure entities include physical resilience,
functional resilience, organizational resilience, infor-
mational resilience, social resilience, economic resi-
lience, and environmental resilience. These deter-
minants are interconnected and collectively impact
the ability of critical infrastructure entities to ensure
continuous operation in crisis situations.

Keywords: critical infrastructure, resilience,
institutional conditions, risks, crisis situation.

JEL Classification: H12, H54, F53, L78, 043, O52.

Introduction

s OocscnenHs Memu 8UKOPUCHIAHO KOMNIEKC
302aIbHOHAYKOBUX ~MA  CHeYIAIbHUX — Memoois:
cucmemMamusayii ma y3aeanbHeHHs, MaoaUdHULL
ananisy ma cuumesy. Poszenanymo  ocHogHi
HOPMAMUBHO-NPAGosi akmu 3a0e3neyeHHs. Cmiii-
Kocmi  Kpumuunoi  inghppacmpykmypu  €C, wo
NIOKPECTIOMb BANCTUBICING CKOOPOUHOBAHUX 3)-
cuns midic deporcasamu — wienamu €C 0ns niosu-
WeHHST CIIUKOCME Ma 3aXucmy KpumuyHoi ingpa-
CMPYKmMypU, 0cobiugo y 6i0nosiob Ha MpPaHCKop-
Oouni 3azposu. Ilpoananizosaro nioxio HATO oo
3abe3neuentss CMIUKOCMI KpumudHoi iHgpacmpyx-
mypu. AKYeHmosaHo Ha 20MOBHOCHI 00 KPU30BUX
cumyayii i 3abesneuenni besnepepgHocmi ynpag-
JUHHSL MA OCHOBHUX (DYHKYILL HAGIMb Y Pa3i 6OCHHOT
agpecii abo eibpuonux 3azpos. Ilpoananizosani
HOPMAMUBHO-NPABOGi akmu wjooo 3ade3nedenis
cmitikocmi KpumusHoi ingpacmpykmypu Ykpainu,
BUBHAYEHT OCHOBHI 3A60AHHS OP2aHIG 3a0e3neueHHs
cmitikocmi. KpumuyHoi iHgpacmpykmypu. 3azna-
ueHi pI6HI ma Op2aHu YNPAGIiHHA HAYIOHATILHOIO
CUCTNEMOO 3aXUCY KPUMUYHOI TH@pacmpykmypu
Yxpainu. Ocnoerumu demepminanmamu cmiikoc-
mi 06°ckmig KpumuuHoi ingpacmpykmypu €: i-
3UYHA, QYHKYIOHAIbHA, opeani3ayiting, iHgpopma-
yitiHa, CcoyianvbHa, eKOHOMIYHA MaA eKONOiuHA
cmiikicm. L{i Oemepminanmu 63aemMonoe si3ami ma
KOMMJIEKCHO (hopmyiomb 30amHicme 06 '€kmie Kpu-
muynol iHgpacmpykmypu 3abesneuyeamu Oesne-
pepse YHKYIOHY8AHHSL Y KDUZ0BUX CUIYAYIsIX.

Kniouoei cnoea: xputndHa iHppacTpyKTypa,
CTIMKICTh, IHCTHTYIIIHI YMOBH, PH3WKH, KPH30Ba
CHTYaIIisL.

Critical infrastructure is a set of facilities that are extremely important for

the functioning of society and the country’s economy. This infrastructure
primarily includes defence facilities, as well as those that provide essential servi-
ces and communication. It may consist of power plants, water supply systems,
food production and storage facilities, key transportation hubs, telecom-
munication networks, medical institutions, and many other priority objects.
Ensuring the safety and functioning of these facilities under normal conditions, as
well as during emergencies such as martial law, is one of the state’s priorities.

The need to protect critical infrastructure is an extremely important
task for the normal functioning of the state, especially during modern threats
related to military actions, natural disasters, cyberattacks, pandemics etc. In
this regard, governments in many countries are strengthening resilience
measures (Mukherjee et al., 2023) for facilities considered critical to the
livelihood of society.
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Ukrainian and foreign researchers are actively studying the problem
of critical infrastructure resilience of countries. Scientists emphasize that,
within the paradigm of critical infrastructure protection, stakeholders have
traditionally approached risk management with an asset-based focus,
prioritizing security and physical measures to fully prevent disruptions to
critical infrastructure (OECD, 2019, April 17, Ch. 2).

The key priorities for enhancing critical infrastructure resilience include:
comprehensive enhancement of the legal framework for its protection; estab-
lishment of a state management system for its security; strengthening the
safeguarding of critical infrastructure, particularly within the energy and
transport sectors; fostering collaboration among entities involved in critical
infrastructure protection; and promoting public-private partnerships in emer-
gency prevention and response (Melnychuk, 2021; Yang et al., 2023).

Modern policies for critical infrastructure resilience must consider
diverse and complex shock events, more interdependent systems and
countries, and the rapid pace of innovation in infrastructure sectors (Khrap-
kina, 2024). It is also emphasized that protecting critical infrastructure
requires partnership interaction between the owners and operators of critical
infrastructure on one side and government agencies on the other (NISS, 2013,
December 9). The public and private sectors hold a shared responsibility for
critical infrastructure resilience, requiring the formation of a robust partner-
ship and a high level of trust to facilitate the effective exchange of sensitive
information (Ninkovi¢, 2021). Moreover, economists state that institutional
conditions for ensuring economic resilience can reduce the vulnerability of
the economic system to shocks, promote effective countermeasures, and
accelerate economic recovery after such events. The development of insti-
tutional conditions depends on effective public policy and mechanisms for
counteracting shocks (Lagutin et al., 2020).

Researchers emphasize that today’s critical infrastructure is largely digital,
with cyber-physical systems playing a central role. These systems integrate
computing technologies with physical processes, resulting in digital-physical
hybrids that are foundational to our infrastructure. This cyber-physical nature now
characterizes sectors such as water, electricity, communications, healthcare,
transportation, manufacturing, and defense (Horvitz, 2024).

Key indicators commonly used to measure critical infrastructure resilience
include: organizational resilience; performance degradation, disruption, and
recovery processes; resilience metrics and indices; safety, security, and risk
assessments; societal/community resilience and social equity considerations;
dynamic network connectivity; resilience through design and structural robust-
ness; and economic resilience (Osei-Kyei et al., 2022).

It is also noted that national resilience largely depends on the resilience of
economic sectors, as the country’s economic system is the foundation for its
security, well-being, and development. The resilience of economic sectors affects
the country’s ability to withstand external and internal threats, as well as to recover
quickly from crises (Umantsiv & Shkuropadska, 2023).
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Ukraine, under martial law, has demonstrated the vulnerability of its
energy, transport, and information infrastructure to targeted destruction. EU
and NATO countries have significant experience and mechanisms to ensure
the resilience of critical infrastructure, while in Ukraine, these systems need
strengthening in the face of Russian aggression. Ukraine’s integration into
European and Euro-Atlantic structures requires harmonizing approaches to
critical infrastructure protection. After the war, the restoration of Ukraine’s
critical infrastructure will require modern approaches that incorporate the
experiences of the EU and NATO.

The aim of the research is to substantiate and characterize the
organizational and legal conditions for ensuring the resilience of critical
infrastructure, using the example of the EU, NATO countries and Ukraine.

The article’s hypothesis 1s that the resilience of critical infrastructure
depends on the level of institutional support, which can adapt to the conditions of
modern threats and risks, particularly during wartime, and involves comp-
rehensive interaction between state institutions, the private sector, and
international organizations. The hypothesis suggests that the foundation for
ensuring resilience lies in the institutional component, which can either strengthen
or weaken the level of protection of critical infrastructure.

To achieve the aim of the research, a combination of general scientific and
specific methods was used: methods of systematization and generalization to
identify the organizational and legal conditions for ensuring the resilience of
critical infrastructure in EU and NATO countries; a tabular method for analysing
the organizational and legal conditions for ensuring the resilience of Ukraine’s
critical infrastructure; analysis and synthesis for identifying the factors that ensure
the resilience of critical infrastructure objects.

The structure of the article is as follows: first, the organizational and
legal conditions for ensuring the resilience of critical infrastructure in EU and
NATO countries are analysed; next, the organizational and legal conditions
for ensuring the resilience of Ukraine’s critical infrastructure are examined;
finally, the determinants for ensuring the resilience of critical infrastructure
objects are highlighted; and conclusions.

1. Organizational and legal conditions for ensuring resilience
of the EU critical infrastructure

Considering the probability of new challenges and threats to life safety,
particularly those resulting from Russia’s aggression against Ukraine, the
European Union recognized the need to coordinate the actions of member states,
national authorities, EU institutions, and critical infrastructure operators to ensure
the resilience of essential services in the EU market. In December 2022, the EU
Council adopted the "Recommendations for a Coordinated Approach to the
Resilience of Critical Infrastructure”. It specifically recommended introducing the
necessary tools and coordinating actions at the EU level to improve preparedness
and response to security incidents threatening the provision of essential services
within the EU internal market.
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The EU Council also adopted the "Directive on the Resilience of
Critical Entities" (which took effect on January 16, 2023). The Critical
Entities Resilience (CER) Directive establishes a framework to support
member states in ensuring that critical entities can prevent, withstand, absorb,
and recover from disruptive incidents, including those caused by natural
disasters, terrorism, internal threats, sabotage, civil unrest, or public health
emergencies. The regulatory framework for the EU’s critical infrastructure
resilience policy is presented in Table 1.

Table 1
The regulatory framework for the EU critical infrastructure resilience policy
Name Number, Purpose

of the document date of acceptance P
Directive on the The directive provides for strengthening coordination,
resilience of critical 2022/2557, risk assessment, ensuring continuity of operation and
entities (CER 14 December 2022 establishing a monitoring and reporting system to
Directive) improve safety and resilience of critical facilities

To analyze the potential consequences and effec-
tiveness of the proposed measures to increase the
resilience of critical infrastructure. The document
provides a rationale for proposed policies, assessing

Impact Assessment

of the proposed CER SWD/2020/358 final,

Directive 16 December 2020 their impact on safety, economy, social aspects and the
environment, helping to make informed decisions
about the implementation of new regulations

Council To ensure joint action and coordination between EU
Recommendation member states to increase protection and resilience of
on a Union-wide 2023/C 20/01 critical facilities. These recommendations aim to
coordinated approach % December 2’022 facilitate the exchange of information, best practices
to strengthen the and resources to effectively respond to threats and
resilience of critical incidents that may affect the security and operation of
infrastructure critical infrastructure in the EU

Council To ensure a coordinated and effective response to

Recommendation disruptions that have a cross-border impact. The

on a blueprint to recommendations are aimed at strengthening

coordinate a response C/2024/4371, cooperation between member states, ensuring rapid

at Union level to information exchange, mobilizing resources and
disruptions of critical coordinating actions to minimize the negative
infrastructure with consequences of such disruptions for the security,
significant cross- economy and well-being of EU citizens

border relevance

25 June 2024

To assess the effectiveness of the implementation of
the European Critical Infrastructure Directive (ECI

Commission Staff Directive). This document analyzes the extent to which
Working Document: SWD (2019) 308 final, the directive’s objectives have been achieved,
Evaluation of ECI 23 July 2019 identifies the strengths and weaknesses of its
Directive implementation, and provides recommendations for

possible improvements to enhance the level of
protection of critical infrastructure in the EU

To increase the level of protection of critical
infrastructure in the European Union. This directive
establishes processes and measures for the
identification and protection of critical objects that are
important for maintaining the life of society, the
economy and security, in particular in the event of
terrorist attacks or other threats

European Critical
Infrastructure (ECI)
Directive

2008/114/EC,
8 December 2008

Source: compiled by the authors based on data from (European Commission, 2024, Sep-
tember 23).
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At the beginning of 2023, the synchronization of efforts between the EU
and NATO to ensure the resilience of critical infrastructure was announced. The
goal of strengthening the EU critical infrastructure resilience policy is to enhance
the capacity of member states to improve resilience in the provision of services
that are essential for maintaining vital societal functions, economic activities,
public health, safety, and the environment in the EU. The CER Directive covers
eleven sectors of critical infrastructure (Figure 1).

Transport Banking

Financial
market
infrastructure

Energy

Drinking Health

st Sectors in
scope of the

CER Directive

Production,
processing,
distribution of
food

Waste water

Digital

infrastructure Space
Public

administration

Figure 1. Sectors of critical infrastructure in the EU

Source: compiled by the authors based on data from (PwC, n. d.).

The aim of The Critical Infrastructure Resilience Group (CIRG) is to
facilitate cooperation between Member States and with the European
Commission, in order exchange experience from implementing best practices
on improving the characteristics of critical infrastructure resilience.

Our sectoral analysis of critical infrastructure resilience in transport
logistics, energy, healthcare, and food in the EU and Ukraine highlights the
following resilience factors:

In transport Logistics: efficiency in customs and border procedures,
quality of trade and transport infrastructure, cost-effective international
shipping, quality of logistics services, and reliable tracking and timely
delivery (Lebedeva & Shkuropadska, 2024a).

In energy: geopolitical stability, energy resource availability, robust
infrastructure, risk management, energy-efficient technologies, and
transparent regulations (Lebedeva & Shkuropadska, 2024b).
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In healthcare: preparedness, resource allocation, data analytics,
communication, public trust, and adaptive policies—key factors during the
pandemic (Lebedeva & Shkuropadska, 2024c).

In Food: diversifying agricultural production through increased
capitalization and investment in agro-enterprises, enhancing resource effi-
ciency, food resilience, market institutions, and higher value-added exports
(Shkuropadska et al., 2024).

2. Organizational and legal conditions for ensuring resilience
of NATO critical infrastructure

Since the early 1950s, NATO has taken efforts in fostering and enhan-
cing civil preparedness among its member states. The concept of resilience
is described in Article 3 of the Alliance’s Founding Treaty, which obligates
member states to "maintain and develop their individual and collective
capacity to resist armed attack". This commitment includes ensuring the
continuity of government operations, maintaining essential services, and
providing civil support for military efforts within member nations (Roepke &
Thankey, 2019).

NATO 1identifies such sectors of critical infrastructure to ensure
national and international security (Figure 2).

O

TRANSPORT FINANCIAL
WATER FOOD PUBLIC & LEGAL CHEMICAL & SPACE AND
ORDER AND NUCLEAR RESEARCH
SAFETY INDUSTRY

Figure 2. Sectors of Critical Infrastructure in NATO countries
Source: Roepke & Thankey, 2019, February 27.

During the Cold War, NATO civil preparedness was highly organized.
However, the 1990s saw significant reductions in plans, structures, and
resources at both national and NATO levels. Events after 2014, including
Russia’s annexation of Crimea and the rise of ISIS/Daesh, highlighted a
shifting strategic environment, prompting NATO to enhance its defense.
Simultaneously, growing terrorist and hybrid threats, such as cyberattacks on
critical infrastructure, highlited the need to strengthen civil preparedness as
a cornerstone of resilience (Becker et al., 2022).
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At the 2016 Warsaw Summit, NATO leaders committed to seven core
civil preparedness requirements (NATO Summit Guide, 2016, July):

» Maintaining governance and essential public services;

* Ensuring resilient energy supplies;

* Managing large population movements;

* Securing food and water supplies;

* Addressing mass casualties;

* Protecting civil communication systems;

* Safeguarding public transportation.

In 2021, NATO emphasized that resilience is essential for credible defense
and the protection of society and shared values. Recent years have shown that
military efforts alone cannot ensure security, highlighting the need for effective
civil defense system to reduce risks during both war and peace.

Military forces increasingly depend on civilian resources for transport,
communications, and supplies like water and food. Post-Cold War defense
budget cuts have deepened this reliance, with much critical infrastructure
privately owned. For example, 90% of military transport for large operations
comes from commercial entities, 30% of defense satellite communications
are provided by private companies, and local commercial infrastructure
supplies 75% of NATO operational support (Shelest, 2021).

Ukraine’s cooperation with NATO during the full-scale war has
become a crucial element in strengthening Ukraine’s defence capabilities and
ensuring its ability to counter russia’s aggression. The Alliance also
emphasizes the importance of supporting Ukraine on its path to future NATO
membership, which is a significant step toward ensuring resilience and
security in Europe.

3. Organizational and legal conditions for ensuring the resilience
of Ukrainian critical infrastructure

Ukrainian legislation on critical infrastructure and its protection
comprises the Constitution of Ukraine, the Law "On Critical Infrastructure",
the Cabinet of Ministers’ decree "On the Approval of the National Plan for
the Protection, Security, and Resilience of Critical Infrastructure",
international treaties ratified by the Verkhovna Rada of Ukraine, and other
relevant legal acts. The protection and legal regime of critical infrastructure
objects during emergencies, martial law, or special periods are regulated by
the Law "On the Legal Regime of Martial Law", the Law "On the Legal
Regime of Emergency Situations", the Law "On the Functioning of Ukraine’s
Unified Transport System in a Special Period", and the Law "On the Defence
of Ukraine".

The Law "On Critical Infrastructure" (dated November 16, 2021,
No. 1882-IX) defines resilience as the ability of critical infrastructure to
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function normally, adapt to changing conditions, and recover quickly from
threats. It outlines tasks such as preventing unauthorized interference,
establishing a national protection system, creating regulatory frameworks,
and developing state programs to enhance infrastructure security and
resilience, as well as ensuring international cooperation in the field.

The national system for the protection of critical infrastructure includes
various management levels: national, regional and sectoral, local, and
facility-specific (Table 2).

Table 2

Levels of management of the national system for protection of critical
infrastructure of Ukraine

Management levels Responsible entities

Management is carried out by the Cabinet of Ministers of Ukraine, the
authorized body for critical infrastructure protection in Ukraine, government
authorities according to their jurisdiction, other central executive bodies and
state agencies, as well as the National Bank of Ukraine

National level

Management carried out by central and local executive authorities,
designated in accordance with the established legal procedure as
Regional and sectoral | responsible for ensuring the formation and implementation of state
levels policy in the area of critical infrastructure protection in a specific sector
of critical infrastructure, and responsible for the functioning of
individual state protection and response systems

Management carried out by local executive authorities (military-civil

Local level administrations, if established) and local self-government bodies

Management carried out by the critical infrastructure operator based on

Facility level X A .
acility leve regulatory and legal acts in the area of critical infrastructure protection

Source: compiled by the authors based on data from (Law of Ukraine "On Critical
Infrastructure", 2024, September 21).

To organize the functioning of the national critical infrastructure
protection system, the Cabinet of Ministers of Ukraine, central executive
authorities, local executive authorities (military-civil administrations, if
established), and local self-government bodies develop and approve relevant
crisis response plans and programs.

The features of implementing state policy in the area of critical
infrastructure protection are identified for critical infrastructure sectors. The
formation and implementation of state policy in the relevant sectors are
carried out by sectoral bodies within critical infrastructure protection.
Sectoral bodies in this field maintain sectoral lists of critical infrastructure
facilities. The list of critical infrastructure sectors and entities responsible for
forming and implementing state policy in the respective sectors of the
national critical infrastructure protection system are defined by the Cabinet
of Ministers of Ukraine. The Law of Ukraine "On Critical Infrastructure"
(2024, September 21) includes the following in the list of vital functions
and/or services, the violation of which leads to negative consequences for the
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national security of Ukraine: management and provision of the most impor-
tant public (administrative) services; energy supply (including thermal
energy supply); water supply and drainage; food security; health care;
pharmaceutical industry; production of vaccines, sustainable functioning of
biolaboratories; information services; electronic communications; financial
services; transportation support; defence, state security; law and order,
administration of justice, detention; civil protection of the population and
territories, rescue services; space activities, space technologies and services;
chemical industry; research activity.

To determine the level of requirements for ensuring the protection of
critical infrastructure facilities according to their importance for providing
specific vital functions within the sectors of critical infrastructure, a
categorization of critical infrastructure facilities is conducted based on
criticality categories:

I Critical Category — particularly important facilities that have
national significance, a substantial impact on other critical infrastructure
facilities, and whose disruption would lead to a crisis situation of national
significance;

Il Critical Category — vital facilities, the disruption of which would
lead to a crisis situation of regional significance;

11l Critical Category — important facilities, the disruption of which
would lead to a crisis situation of local significance;

1V Critical Category — necessary facilities, the disruption of which
would lead to a crisis situation of local significance.

The categorization of critical infrastructure facilities is carried out by
sectoral bodies in the area of critical infrastructure protection according to
sectoral specifics and the requirements of sectoral legislation. Sectoral
bodies, together with critical infrastructure operators, carry out the catego-
rization of critical infrastructure facilities within their sectors (subsectors) in
accordance with the Methodology for Categorizing Critical Infrastructure
Facilities.

Entities within the national critical infrastructure protection system
develop a cooperation plan with each other, which is coordinated with the
authorized body for critical infrastructure protection in Ukraine and approved
by the Cabinet of Ministers of Ukraine, and reviewed every three years. The
cooperation plan may define the specifics of interaction for the operational
modes of the national critical infrastructure protection system.

4. Determinants of ensuring the resilience of critical infrastruc-
ture facilities

The full-scale invasion of Russia has caused significant damage to
Ukrainian critical infrastructure, leading to substantial disruptions in the

provision of essential utility services. Subsequent targeted attacks have
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severely impacted drainage, water, heating, and electricity supply systems,
and have also resulted in the destruction of residential buildings, schools, and
medical facilities. Given such extensive consequences, the repair and
reconstruction of critical infrastructure have become urgent priorities.

To address these pressing needs, in December 2022, the European
Union and NEFCO launched a EUR 50 million initiative for the restoration
of key municipal infrastructure in 12 communities in Kyiv Oblast. These
projects fall under Component I of the program. Despite the war, and partly
due to it, the initiative has made significant progress as over 80% of planned
procurements have been initiated. In 2024, the program was expanded to
include five additional projects to modernize critical utility services such as
water supply, drainage, and heating in Chernihiv, Sumy, and Mykolaiv
Regions. The program is expected to benefit 245 000 residents, reducing
electricity consumption by approximately 17 000 MWh per year and cutting
greenhouse gas emissions by 15700 tons of CO: annually (EEAS.
Delegation of the European Union to Ukraine, 2024, May 22).

It is important to note that critical infrastructure facilities, such as
power plants, transport hubs, telecommunications networks, and other
enterprises, are among the highest priorities. They have a higher level
of protection and are provided with energy and other resources as a
priority. For the protection of Ukraine’s critical information infrastructure,
which is fundamental to the country’s stable functioning, it is essential to
ensure not only physical protection but also cybersecurity measures for
critical infrastructure facilities. Cyberattacks have occurred repeatedly, so
all facilities connected to the internet require reliable cybersecurity
measures.

Today, the registry includes many facilities of varying degrees of
importance, such as ports and industrial enterprises that produce armaments
for the front and maintain Ukraine’s defence. Essentially, while the country’s
economy is on a military footing, it also affects the situation in this area. The
registry may also include vital bridges upon which the functioning of the
state’s arteries and the supply of weapons to the front depend.

To protect these facilities, the Ukrainian government has approved a
critical infrastructure protection policy for 2024. According to this policy,
important infrastructure facilities must be protected from potential threats
and attacks by hostile forces. In particular, the placement of air defence
systems in the country is carried out taking into account the criticality of the
facilities that need protection from enemy attacks and technogenic disasters
(Kyiv Post, 2024, February 19).

Thus, the determinants of critical infrastructure resilience are a
combination of factors that influence the ability of infrastructure facilities to
withstand and recover from various types of impacts (7able 3).
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Table 3
Determinants of the resilience of critical infrastructure facilities

Factors Essence

The strength and reliability of buildings, structures and technical
systems, the ability to withstand shocks

The ability of infrastructure objects to maintain or quickly restore
functionality after an interruption or damage

Effectiveness of management and coordination of actions in
emergency situations, readiness of personnel to act in emergency
conditions

The ability to protect and restore information systems and data
important for the functioning of the infrastructure

The ability of society to support the functioning of critical
Social resilience infrastructure objects, the interaction of citizens and their trust in
the actions of authorities in crisis situations

Financial capacity to ensure restoration and modernization of
Economic resilience critical infrastructure facilities, availability of resources for rapid
response to crises

The ability of critical infrastructure facilities to minimize the
negative impact on the environment and adapt to climate change
and other environmental challenges

Physical resilience

Functional resilience

Organizational
resilience

Informational resilience

Environmental
resilience

Source: compiled by the authors.

The main determinants of the resilience of critical infrastructure
entities include: physical resilience, functional resilience, organizational
resilience, informational resilience, social resilience, economic resilience,
and environmental resilience. These determinants are interconnected and
collectively impact the ability of critical infrastructure entities to ensure
continuous operation in crisis situations. Let’s consider specific examples
that demonstrate the interrelationship between various determinants of
critical infrastructure resilience:

Physical and Functional Resilience. Recovery from floods in
Germany in 2021. Infrastructure such as bridges and roads was physically
damaged, leading to disruptions in transportation routes and the supply of
goods. It was necessary not only to repair these facilities but also to ensure
they quickly regained functionality, which required a comprehensive
approach to repair and recovery management (Witting, 2023).

Organizational and Informational Resilience. The cyberattack on the
National Health Service (NHS) in the United Kingdom in 2017 (WannaCry).
The attack disrupted the functioning of medical institutions, highlighting the
need for reliable organizational response and recovery plans, as well as
effective information and data protection systems (House of Commons
Committee of Public Accounts, 2018, April 18).

Social and Economic Resilience. The "Yellow Vests" protests in
France that began in 2018 due to economic and social issues. Distrust in
government reforms and social unrest negatively affected the economy and
the resilience of infrastructure, emphasizing the importance of citizen trust
and the stability of social systems in ensuring economic resilience
(Cigainero, 2018, December 3).
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Environmental and Physical Resilience. The Italian city of Venice
frequently faces flooding issues due to rising sea levels and climate change.
The city’s infrastructure, including historic buildings and transport systems,
is constantly at risk of damage. Strengthening the physical resilience of
infrastructure and developing ecological solutions (such as the MOSE system
for flood protection) are critical for maintaining Venice’s functionality
(Bonjour Venise, 2024, February 24).

Functional and Informational Resilience. Under martial law, Ukraine
experienced a series of large-scale cyberattacks that disrupted the functioning
of government and financial systems. The cyberattacks revealed vulne-
rabilities in information systems and communication networks and de-
monstrated that insufficient IT protection can seriously impact organizations’
ability to maintain continuous operations.

Organizational and Social Resilience. An example of this interaction
is the response to the COVID-19 pandemic in the EU. Organizational
resilience, including effective coordination among member states and health
authorities, was key to ensuring social resilience, building citizen trust in
vaccination, and implementing quarantine (epidemiological) measures
(Council of the EU and the European Council, n. d.)

These examples illustrate how different aspects of resilience interact
and influence one another, emphasizing the importance of a comprehensive
approach by governments to ensure the resilience of critical infrastructure
facilities.

Conclusions

The protection of critical infrastructure and the assurance of the
resilience of vital facilities are essential for modern society. Without reliable
energy supply, safe drinking water, medical services, banking and financial
services, or predictable transportation, our way of life would be impossible.

Critical infrastructure provides important functions for the state, and
infrastructure sectors are interconnected. An attack on a single facility within
the network will affect other facilities and networks. The degree of
interdependence between defence and infrastructure is high and complex.
The destruction or damage of even one facility that is part of critical
infrastructure can have tragic consequences.

Institutional assurance of critical infrastructure resilience is a system
of organizational, legal, and administrative mechanisms that ensure the
reliable functioning and protection of critical infrastructure from threats and
challenges. Its main elements include: legislative and regulatory frameworks;
management authorities; critical infrastructure operators; risk management
and emergency response systems; personnel training and education; and
financial support for critical infrastructure.

The approaches to ensuring critical infrastructure resilience in the EU,
NATO, and Ukraine share common features but differ due to their specific
functions and objectives. The EU focuses on developing regulatory
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frameworks and creating integrated protection systems aimed at safeguarding
the civilian population, economy, and environment. NATO concentrates on
ensuring the resilience of infrastructure necessary for military operations and
collective defence, with an emphasis on cybersecurity, energy security, and
transportation corridors.

Ukraine, due to the conditions of war, prioritizes the rapid restoration of
damaged infrastructure, protection against physical and cyberattacks, and
integration with partner systems. A key difference is that while the EU and NATO
operate in peacetime, Ukraine must ensure infrastructure resilience during active
hostilities. Nevertheless, all three systems recognize the importance of colla-
boration between the public and private sectors to achieve this goal.

The main determinants of the resilience of critical infrastructure
entities include: physical resilience, functional resilience, organizational
resilience, informational resilience, social resilience, economic resilience,
and environmental resilience. These determinants are interconnected and
collectively impact the ability of critical infrastructure entities to ensure
continuous operation in crisis situations and to sustain economy in the crisis
situations that confirms the article hypothesis.

Currently, critical infrastructure of Ukraine is undergoing a stress test
for resilience. Our further scientific research will be dedicated to assessing
the degree of its resilience in wartime.
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