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VIRTUAL LABOR MIGRATION

The concept of «virtual labour migration» and the main reasons for its emergence
and spread in current conditions was defined. The consequences of the spread of remote
work in analytical activities and the collection and structuring of information were
outlined. The connection between the spread of «virtual labour migration» and the
«brain drain» and the prospect of implementing innovative projects has been identified.
The main threats to production organisation in the long-term use of remote work and
involvement in «virtual labour migrants» tasks are highlighted.
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external labour migrations, national security.

Background. In the classical sense, migration is the mechanical
movement of people across the borders of certain areas with a change of
residence or for a defined period. The specific circumstances are determined
by the duration of work, study or tourist travel. The reasons for migration
are wars, the need to find a more comfortable place to live, the desire for
self-realization, a better paying job, quality education and more. But the
unifying factor is the ability to get what you want solely in another place of
residence or stay, which necessitated the mechanical movement of people.
Recipient countries were selected based on information received, as a rule,
from previous migrants who managed to satisfy their desires. Other sources
of information were merchants, travellers, conquerors, pirates, smugglers,
etc. Still, their information about the charms of other lands could not always
be the basis for mass displacement of the working population. The most
common reason for labour migration was the prospect of enrichment in a
relatively short period (for example, «gold rush») or the prospect of free
disposal of labour (mostly on their land or in production organized in a way
impossible at the last place of residence). However, with the current level of
development of information and communication technologies (ICT), remote
mass work for a foreign customer with a free choice of residence has
become possible.

Progress in the development of ICT has provided people with the
opportunity to analyse, coordinate work and ensure interaction in a way that
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seemed impossible before [1]. Collecting, processing and transmitting
information via computer networks connected to the Internet has made
possible the so-called «virtual labour migration», where workers and
employers can provide the desired results without physical movement
between countries. Virtual labour migration can be considered the performance
of tasks permitted by law at the request of employers whose businesses are
registered in another place or country. At the same time, the employee
remains at the previous residence. Typically, most of these tasks are
performed using computer technology and involve active work on the
Internet. The spread of the COVID-19 pandemic gave a significant impetus
to the spread of «virtual labour migration», as between March 5 and 20,
2020, a large number of European countries suddenly restricted commu-
nication, movement across borders and tightened movement controls. As of
November 2, 2020, 221 countries and territories have introduced
100 065 restrictions on movement, the most common medical (64 460) and
entry bans and restrictions on certain territories and countries (27 830).
And extreme restrictions on movement were the first regulatory reaction of
most governments [2, p. 11]. Large-scale traffic restrictions have led to
increased use of computer networks for work and study. Remote work has
become one of the most common work organizations in many consulting
and investment firms. It has become mainly used to obtain the results of
analytical work.

Analysis of recent research and publications. Some aspects of the
chosen research topic are presented in the works of T. Baird [3], D. Zakh,
M. Lucke [4], Ye. Kirichenko [5], E. Libanova [6], O. Malinovska [7] and
others. Researchers have highlighted the circumstances of education migration.
They showed the impact of information and communication technologies
on this process. Researchers analyze the impact of the mental environment
on labor migration. E. Libanova studied external labor migration from
Ukraine to Europe and its significance for economic development.
O. Malinovska identified the reasons for the refusal of migrants to return to
Ukraine. However, most researchers prefer to study labor migration. They
don’t assess the consequences of involving employees in virtual migration.

The aim of the study is to determine the main factors influencing the
«virtual labour migration» and prospects for its development in terms of
accelerating the progress of information and communication technologies.

Materials and methods. The paper uses data from individual companies
related to data exchange protection on the Internet. SWOT analysis, critical
discourse analysis, hierarchy analysis method and culturological method of
scientific research were used to ensure the appropriate level of verification
of conclusions.

Results. The development of modern information and communication
technologies and the universalization of the language of business
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communication in the world have created the preconditions for the spread
of «virtual labour migration», which has become the primary means of
income for some workers. The development of «virtual labour migration»
received a significant impetus in the context of the COVID-19 pandemic,
when a substantial number of workers were forced to work remotely.
The provision of distance education services has also become widespread.
And if such measures were primarily considered unproductive at first, it
became clear that the organization of remote work has certain advantages
over time. Such advantages have been a sharp reduction in employers’ costs
of maintaining or renting office space, ensuring the relocation of workers to
perform certain types of work, the ability to dramatically speed up the
exchange of information between employers and employees, and so on.
However, there were also significant obstacles to the organization and
operation of business structures. These include difficulties in monitoring the
activities of employees, the need for additional costs for technical support
of remote work, the fundamental impossibility of its organization for specific
categories of employees (including in the field of education), as well as
difficulties in finding and ensuring confidential business contacts, protecting
information transmitted electronically and the logistics of transferring the
necessary data.

In such conditions, the most common is the performance of remote
analytical work and information retrieval tasks. It was important for
employers that employees in less developed countries could perform some
analytical work. Therefore, although modern ICTs can benefit the economic
integration of migrants and, consequently, contribute to the host country’s
economic growth, such technologies can potentially deter migrants from
living in a country with a relatively higher standard of living [8].

In this case, the opportunity to be in a familiar environment while
retaining the option to communicate with family and friends remains
attractive for «virtual migrants». For some of these «migrants», there is no
need to look for housing and premises for office work, as in many cases,
they have the technical ability to organize work at home. Workers also do
not need to adapt to climate change in their new workplace. And a familiar
environment helps reduce stress and increase opportunities for balanced
evaluation of available information. A negative factor for employers may be
reducing the level of scientific abstraction and, accordingly, narrowing the
conclusions proposed in the organization of analytical work in under-
developed countries. The lack of an appropriate business or scientific
environment for communication plays a negative role. Providing such
communication in an online format requires additional efforts. Due to a
particular formal setting, which may not facilitate the exchange of views
between professionals, they could resort to a more relaxed environment.
Most analysts who work remotely are aware that their communication over
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the Internet can be recorded. Therefore, such communication can hinder the
definition of copyright and requires a specific organization to ensure a free
exchange of views between professionals.

The placement of a significant amount of data on the Internet causes
an increase in interest in access to modern information and communication
technologies, including communication platforms and platforms where
users share the necessary information. However, an essential component
of the information exchange organisation is to ensure the possibility of
confidential communication. At the same time, the involvement of artificial
intelligence in the creation and exchange of information will gradually
cause even more tension in the organization of online communication
between employees. Therefore, the format of online meetings with the
obligatory inclusion of video communication will be the most probable.
This will require an increase in the speed of information transfer and
appropriate opportunities to store large databases.

«Virtual labour migration» can be organized in the format of foresight
for the involvement of employees of various institutions and organizations
with the gradual identification of the most knowledgeable professionals. It
is also possible that at certain stages of processing the available
information, the method of «brainstorming» will continue to be used when
the exchange of views takes place through online conferences.

The large-scale involvement of analysts from other countries will
inevitably pose a challenge to governments to protect national interests.
Conclusions are drawnthat»virtual migrant workers» may have actual or
potentially dangerous consequences for the country in which they live and
provide competitive or other benefits to those interested parties.

It is especially noticeable in the IT market when some countries,
including Ukraine, create favourable conditions for the involvement of
relevant professionals. On the one hand, their product can be used to
develop the national economy. Still, on the other hand, the results of their
work can potentially be used more effectively to organize or modernize
production abroad, especially if the customer was a foreign firm or
organization. In addition, monitoring the workload and the nature of such
work can simplify the performance of forecasting functions associated with
creating futurological forecasts for the development of certain enterprises or
industries. For example, the efforts of China, the United States and the
Russian Federation to monitor via mobile devices and social networks are
well known.

A negative consequence for some countries may be a significant
advantage of the economic implications of introducing the achievements
of «virtual migrant workers» by foreign producers over the economic
effect of investing the salaries received by such «migrants» in the
national economy. This effect is objectively determined, as employers
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expect profits that should significantly exceed the cost of paying the
money earned by «virtual migrant workers».

In fact, «virtual labour migration» can be the latest way to «brain
drain» and is all the more threatening because most countries that hire migrants
do not spend money on their training. Such training usually takes place to
the extent that employers are interested in it. This makes it promising to
form modern, influentialhubs with analysts from various countries who will
work on individual problem parts, often not realizing (or not having the
information for such awareness) the scale of the problem as a whole.

However, increasing the capacity of developing countries to increase
the availability of high-quality, timely and reliable data graded by income,
gender, age, race, ethnicity, migration status, geographical location, and
other relevant characteristics in the national context can contribute to their
sustainable development [9].

«Virtual migrant workers» who receive regular assignments from
certain countries are gradually becoming more interested in sustainable
development. Such interest can have different consequences. On the one
hand, it can provide the necessary efforts for introducing innovative
technologies. Still, on the other hand, it will help increase the level of
foreign interference in the affairs of other countries. Such interference can
pose a potential threat to national interests, as «external migrant workers»
can extrapolate their values and worldviews to solve problems outside their
own country.

In some cases, the nature of understanding such problems and the
idea of possible ways to solve them may conflict with those acceptable to
the local population. In addition, the very fact of the intervention of
foreigners who are not citizens of a particular country, but only perform the
tasks of enterprises or organizations located in its territory, may be
negatively perceived by society. At the same time, the artificial separation
of «virtual migrant workers» from the problems of the employer country
can harm both the quality of work and participation in its organization.
Executors will have no incentive to assess the issue in a broad sense, will
focus on a specific task, deviating from the awareness of the general
consequences of the work.

ICTs remain an essential factor in attracting migrants to socio-
political processes. The inability to adequately socialize on this issue
provokes marginalization, as migrants do not have full access to crucial
decisions [8]. The consequence, as a rule, is «social alienation». Its
manifestation is the so-called «man of the world», who does not feel
attached to the Motherland, but puts consumer interests first, choosing
a place of work solely guided by selfish motives. This, in turn,
complicates the rational use of the potential of «virtual migrant
workers», including through the artificial «shredding» of the scale of
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work (to prevent their service) and creates problems in the field of
logistics and coordination of their efforts.

An increase in the level of stress due to the specifics of the organization
of their work can also be a problem for «virtual labour migrants». Without
moving outside their home for long periods and working on a computer,
they «virtualize» their world and environment perceptions. By narrowing
the circle of their communication, focusing mainly on analytics, and finding
the information necessary for the customer, they react negatively to domestic
problems and difficulties arising in the work process. And often, such
difficulties are perceived as a sign of their own inability to cope with the
work. Therefore, corporate communication is necessary for employers to
ensure a high level of «virtual migrant workers» work. And in some cases,
such an organization leads to the rejection of remote work with the seasonal
use of this format of work or its use in periods when it is necessary to
process a large amount of information, or it is essential to obtain certain
conclusions or forecasts quickly.

At the same time, «virtual labour migration» allows increasing data
management in cyberspace [10]. This increase is possible due to the interest
of employees in the authorization of their achievements, data protection and
a high level of competition between employees engaged in analytical work.
Even a simple SWOT analysis allows you to identify possible risks of loss
or damage to information and form warnings about potential unauthorized
access to it. Accordingly, employees interested in the work results will primarily
be responsible for the preservation of data sets. But ensuring such an interest
for employers will gradually become an increasing problem, including the
potential for establishing horizontal links between the participants in various
projects.

The potential of cyberspace provides a previously unattainable level
of human communication and forms an interconnected world in which action
is not and cannot be limited by physical boundaries. Such a world does not
fall under traditional rules, hierarchies or power relations [1]. Significant
complexity, and in some cases the fundamental impossibility of exercising
power, even within individual enterprises, whose work is implemented in
cyberspace, will require a substantial revision of labour legislation. And it’s
not just about the needs caused by the need to pay taxes, fees or the
formation of pension funds. It will also be essential to ensure that the labour
legislation of some countries is adapted to the bill of others, as «virtual
migrant workers» can use the gaps in it for their purposes. In addition,
the possibility for the participants of a particular project to take action to the
detriment of its organizers is also dangerous if it is impossible to bring
employees to justice in another country. This, in turn, can serve as an
incentive to involve the diasporas of certain countries in the search for
contractors or clients and control over individual workers.
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Control over «virtual workers» will require significantly greater efforts
in developing security and surveillance technologies [3]. Ensuring such control
and monitoring will be an essential component of transaction costs for
employers. The topical question remains which security and privacy policies
and technologies will be adequate to address the current critical security and
privacy issues of large databases [11], and to what extent «virtual migrant
workers» will be willing to share their work and participate in new projects
aimed at modernizing previously obtained results. The digitalization of
analogue databases and the involvement of «virtual migrant workers» in
this process will also remain a problem. These are, for example, state archives,
in which documents for better storage will be digitized and increase the total
amount of documentation prepared exclusively in digital form. Accessing
«virtual» analysts to this type of database can be a severe problem for state
and commercial secrecy. The fact is that «virtual migrant workers» who can
be tasked with finding and processing relevant information do not have to
be aware of the civil rights and responsibilities of the country where the
relevant data is posted. This, in turn, will serve to discard restrictions on
the nature and uses of the information. An example is disclosing information
on procurement violations of international sanctions, cases of agreements in
breach of competition rules and antitrust law.

The spread of ICT contributes to the digitalization of information about
new vacancies. This exacerbates competition between employees, as it
simplifies access to relevant information. The development of ICT affects
employment as an industry and as a tool. New employment opportunities
using ICT are essential because most countries seek to create promising
jobs to ensure positive economic and social consequences for workers and
society [12]. At the same time, the worldviews of «virtual labour migrants»
are being formed. And the basis for them must be universal values.

Therefore, government agencies and organizations and private companies’
management should form corporate ethics and responsibility. This aspect is
critical because representatives of different religions, moral principles and
ideological beliefs can work in cyberspace on one project. The spread of the
«shadow economy» and the involvement of the underworld in working in
a virtual environment should not be overlooked. Open requests or competitions
for a specific job can attract different people. And they don’t have to have
similar views on the prospects of participating in particularpositions. At the
same time, some companies, given that employees who work remotely do
not spend money on transport, announced a reduction in their salaries.
Thus, in August 2021, Google announced similar intentions. However,
employees opposed the decision, saying they were ready to return to office
work if needed. Similar attempts have been recorded in several European
companies. But in general, the revision of wages has not yet reached
an impressive scale. With the abolition of quarantine restrictions, many
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workers would prefer to return to work as usual. On the other hand, large
companies that can finance global or regional projects are interested in the
prevalence of «virtual labour migration» in countries with low tax rates
for IT professionals.

Conclusion. Large-scale «virtual labour migration» turned out to be
a forced phenomenon. However, the emergence and expansion of technical
capabilities that allow organizing such work suggest the prospects for
remote analytical work and the collection and structuring of specific data.
For such work, work in offices can be replaced by remote. However, as the
experience of 2020-2021 has shown, a significant number of office workers
do not see the best way to organize labour remotely. And the point here
is not only in the possible limitation of earnings but also in the loss of
the atmosphere that allowed to produce the most balanced and timely
decisions.

At the same time, the spread of «virtual labour migration» creates
several problems in the field of national security and trade secrets, which
can be associated with the imperfection of technical means of storing and
transmitting information, and the so-called «human factor». The lack of
interest of several specialists involved in the remote performance of tasks in
the firm’s fate may hurt the organization of the production process. At the
same time, the long-term work of «virtual labour migrants» on foreign
customers creates a basis that can negatively affect the civic identity of
employees. The most vulnerable category is IT specialists, who are most
involved in projects funded from outside the country. Remote work and the
spread of cyberspace also require a review of the legislation of several
countries, at least in the context of ensuring the copyright of «remote migrant
workers» in their development and achievements.
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Hikonaeus K. Bipmyansna mpyooea mizpayis.
ITocmanoexka npoonemu. <BipmyanbHoo mMpyoo8ow Micpayicio» MOICHA

86adCamu 6UKOHAHHS NPAYIBHUKAMU OO0380JICHUX 3AKOHOOABCMBOM 3A80AHb HA
3aMo61eHHsT poOomoodasyis, 4ull Oi3Hec 3apeccmpo8aHull 8 THUWOMY Micyi abo
KPAiti, 3a1utaiouucs Ha RONEePeOHbOMY MiCYi NPOHCUBAHHSL.

Memor 0ocniodicenus € 8UsHaA4eHHs OCHOBHUX (haKmopis, wo 6NIU8ams

Ha «BIpMyanivHy mpyoosy Mmicpayiloy ma nepcnekmué ii po3eUmKy 6 yMoeax
NPUCKOPEHHSL NPOcpecy IHOOPMAYIIHO-KOMYHIKAYIUHUX MEXHONOTU.

Mamepianu ma memoou. Y cmammi euxkopucmano mamepianu coyio-

JIO2TYHUX OO0CTIONCEeHb, W0 MO8 A3aHI 3 OP2aHi3ayicl0 3aXUcmy O0OMIHY OaHUMU
6 mepedici Internet. /[[ns 3abes3neuenns HanexicHo2o pieHs eepughikayii 8UCHOBKIB
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3acmocosano memoou: SWOT-ananis, kpumuunuti OUCKYpC-aHani3, aHanizy iEpapxii
i KYIbmypono2idHUl HAyKO8020 NOULYK).

Pesynomamu  docniosycenna. Possumox — cyuacnux — iHgpopmayitino-
KOMYHIKAYIUHUX MEXHON02Il ma YHigepcanizayisi UKOPUCMAHHS MOBU OilN0B020
CNIIKYBAHHA Yy C8imi oanu 3mo2y cghopmyeamu nepeoymosu Oas NOWUPEHHS
«BIpMYanbHOi Mpyoo8oi miepayiiy, AKa 01 YACMUHU NPAYIGHUKIE CIAIA OCHOBHUM
3acobom ompumanus npubymkie. Pozsumox «eipmyanbHoi mpy0ooeoi micpayiiy
ompumas cymmesuti nowmosx nio uac nawoemii COVID-19. Haiibinvuwozco
NOWUPEHHS. HAOYI0 BUKOHAHHA OUCMAHYINHOI aHanimuuHoi pobomu ma 3a60aHb
3 nowtyKy inghopmayii. « Bipmyanena mpyoosa micpayisy modice Oymu opeanizosana
v Gpopmami gopcaiimy 3a 3anyueHHs 00 BUKOHAHHS 3A60AHb NPAYIGHUKIE DIZHUX
YCMAaHo8 ma opeanizayiti 3 NOemanHum GUHAYEHHSAM HAUOOIBHAHIUUX 3 YIEH
npobnemoro gaxisyis. Ilpome 308HIWHI MPYOOBI MIepAHMU MONCYMb eKCMpano-
JI08AMU BIACHI YIHHOCMI Ma C8IMO2NISIOHI OPIEHMUPU HA PO38 SA3aHHIA Npodiem
n03a MexHcamu 81acHOi 0epiHcasu.

Bucnosku. Macwmabna «sipmyanvHa mpyooea Mmicpayisy 6Useunacs
sumywenum asuwem. OOHaK 3a80AKU NOAGI MA POWUPEHHIO MEXHIYHUX
ModHCIU8OCmEl, WO 0ar0mb 3M02Y HA HANEHCHOM) DI6HI op2aHizyeamu noOiOHY
pobomy, MOXdCHA CMBEPOHCYBAMU NPO NEPCHEKMUBHICMb 8I00ANIEHOI aHANIMUYHOT
pobomu ma 30upauHs i cmpykmypusayii neHux oanux. Boonouac nowupenus
«8ipmyanvHoi  mpyooeoi  miepayiiy cmeoproe HU3Ky npobnem y  cgepi
HayioHanbHoi Oe3neku ma 30epexcenHs KOMepPYIUHOI MAacMHUYyi, sKi MOXICYymb
Oymu nog’s3ami sK i3 HeOOCKOHANICMIO MeXHIYHUX 3aco0ie 30epediceHHs ma
nepeoaui iHghopmayii, max i 3 max 36aHUM «OOCLKUM paxmopomy. Biocymuicme
3ayiKagieHOCMI 0esKUX Cneyianicmis, 3anyYyeHux 00 OUCMAHYINUHO020 BUKOHAHHS
3a680aHb, ¥ 0011 QipMmu Moxice He2camusHo BI0OUMUC HA OpP2aHi3ayii BUPOOHUU020
npoyecy. Tpusana poboma «8ipmyanbHux mpyoosux Micpanmisey Ha 3aKOPOOHHUX
3AMOBHUKIB CMBOPIOE NIOTPYHM, SIKe MOXNCE He2amUBHO NO3HAYUMUCS HA 2POMAOSIH-
CbKill [0eHmuyHoCcmi npayieHuxie. /fucmanyiina poboma ma nowiupenus Kioep-
APOCMOpPY MAKONMC 6UMA2aioms nepeaiidy 3aKOHOO0A8CMBA HU3KU  KpAiH,
APUHATIMHI Y KOHMEKCMI 3a0e3neueHts agmopCbKux npas «8i00aieHux mpyooeux
Miepanmie» Ha iXHi po3poOKU ma 3000ymKuU.

Kniouosi cnoea: mirpaiiiiHa MmoyiTUKa, Mirpaiii HaceJIeHHs, 3alHATICTh
HaCeJIeHHs, 30BHIILIHI TPYAOBI Mirpaiiii, Hal[ioHanbHa Oe3eKa.
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